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INTRODUCTION 

Malaysia saw a significant increase in cyberattacks, particularly in the investment sector. MyCERT statistics showed 

that cyberattacks increased over the past four years, a concerning development (MyCERT, 2022). Through the adoption 

of the national digital identity verification (NDIV) platform to lay a solid cybersecurity foundation, there were successful 

attempts to address this issue in other nations. In Malaysia, accepting such a system was still debatable (OECD, 2019). 

Malaysians lacked an official digital identity to verify and authenticate themselves in the digital domain to engage in 

online activities. They remained vulnerable to cyberattacks even with MyKad and other government initiatives (Gomes, 

2021). 

MyKad, the inaugural identity card for Malaysians, was introduced to address identity challenges and improve 

cybersecurity. However, reports of identity theft and data tampering continued. Many Malaysians lost money due to 

investment fraud (Lunn, 2021). When past researchers examined MyKad, the public expressed concerns about its privacy 

hazards and criticised its lack of public transparency (Kee, Nee, Beng, and Fun, 2012). The MyKad demonstrated that 

Malaysia was progressing in developing digital identity technologies (Yeow and Miller, 2005), but it was insufficient for 

the digitalisation that was taking place. MyKad transaction usage has been limited thus far (Martinus, 2022). This was 

where the NDIV platform came in, not to replace MyKad but to complement its features and build a safe environment in 

the digital space. 

As hard as cyberattacks hit young investors (Zhe, 2017), the pandemic's aftermath added to the misery by causing 

unemployment, layoffs, income problems, and an increase in living costs for young people (Aun and Zhang, 2021). 

However, the increase in new Bursa accounts (The Edge Market, 2020) compelled the Securities Commission to make 

sure that this urgent interest of young investors was effectively catered to in terms of a secure digital verification platform 

to prevent identity theft and cyberattacks (Securities Commission, 2020). 

For four reasons, examining the acceptance of the NDIV platform, specifically among young investors in Malaysia, 

was prompt. First, this population was incredibly tech-savvy and was aware of digital signatures and identification 

verification (Chong, Ong, and Tan, 2021). Secondly, above and beyond all considerations, Bursa Malaysia had a 

remarkable number of youthful investors using digital platforms for investment activities (Aruna, 2017).  

Additionally, compared to older investors, younger investors were more vulnerable to cyberattacks (Zhe, 2017). 

Implementing a classified platform was best served by concentrating on a particularly tech-savvy group, as previous 

public rollouts of such systems, namely, MySejahtera and Gerak Malaysia, had a low adoption rate when implemented 

in the general public (Lunn, 2021). The cyberattacks had to be resolved, as Microsoft (2018) predicted it could cost the 

economy MYR 49.15 billion. This would affect the nation's gross domestic product (GDP) and the digital economy. 

Past studies incorporated perceived severity, perceived vulnerability, response efficacy, and self-efficacy to study the 

acceptance of new technology similar to the NDIV platform context (Sun et al., 2013; Rahi et al., 2021). The role of 

transparency was understudied but showed significance in technology acceptance studies. The importance of transparency 
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was noticeable in several incidents in Malaysia, where the government first launched MyKad, followed by the mobile 

applications to curb the Coronavirus 2019 Disease (COVID-19) pandemic (Aiman, 2020; Hafiqah, 2020; Koya, 2020).  

By enhancing the existing MyKad identity system and developing an NDIV platform, Malaysia can create 

development through accurate and advanced identification. Hence, this study proposed and tested a research model that 

illustrated the determinants of NDIV platform acceptance among young investors in Malaysia. The following was the 

research objective of the study.  

 

• To investigate the influence of perceived severity, perceived vulnerability, response efficacy, self-efficacy, and 

transparency on NDIV platform acceptance among young investors. 

UNDERLYING THEORY 

Protection motivation theory (PMT) evolved to a state where individuals confronted with a risky environment trigger 

threat appraisal and coping appraisal through cognitive mediating processes. PMT consists of two cognitive processes: 

threat appraisal and coping appraisal. Threat appraisal included intrinsic reward, extrinsic reward, vulnerability, and 

severity. Coping appraisal included response efficacy, self-efficacy, and response cost (Rogers, 1983). This research 

aimed to broaden the application of PMT to other theories. Previous research looked at PMT in two ways: focusing on 

the model as a whole or specific study constructs (Yan et al., 2014). Since no rewards were involved in accepting the 

NDIV platform because it was a government initiative that would eventually be implemented for all citizens, it was not 

appropriate to include intrinsic and extrinsic rewards as predictors of the dependent variable. The online verification and 

digital signature experiences gained by young investors and the complementary platform governed by the government 

(Zhe, 2017) appeared to rule out response costs as incompatible with this study. Though these variables were widely used 

to determine acceptance, the results were inconclusive. There were discrepancies between model predictions and 

empirical findings from previous studies. PMT proposed a multiplicative relationship between threat appraisal and coping 

appraisal, but this model did not explain how both worked together to influence protection motivation and behaviour 

(Witte, 1992).  

Hence, this paper integrated the uncertainty reduction theory to compensate for the limitations of PMT and is believed 

to strengthen determining acceptance of the NDIV platform. The uncertainty reduction theory (URT) explains how people 

interact when unsure about their surroundings (Berger and Calabrese, 1974). Because the NDIV platform was brand new 

and had yet to be implemented, young investors could not draw on previous experience. The information provided by the 

government and the committee affiliated with the NDIV platform was extensively relied upon by investors. With 

transparency from URT, young investors would use passive, active, and interactive information-seeking tactics to learn 

more about the NDIV platform. Therefore, the study proposed a theoretical framework, as shown in Figure 1, with 

perceived severity, perceived vulnerability, response efficacy, self-efficacy, and transparency to determine the acceptance 

of the NDIV platform among young investors in Malaysia. 

 

 
Figure 1. Research Framework. 

 
LITERATURE REVIEW AND HYPOTHESES DEVELOPMENT 

NDIV Platform Acceptance 

NDIV platform acceptance is the degree to which a person consents to the NDIV platform (Chong et al., 2021). There 

were several terms for the NDIV platform used in previous research studies, including digital identity (Rivera et al., 2017; 

Engeness, 2021; Korać et al., 2021; Madon and Schoemaker, 2021; Sule et al., 2021); privacy-preserving authentication 

technology (Harbach et al., 2013); digital identity system (Mir et al., 2021; Schoemaker et al., 2021); and biometric facial 

recognition system (Hizam et al., 2021). The different countries had different names for their digital identity verification 

platform.  

The NDIV platform was viewed as beneficial not only to citizens of a country but also to refugees in refugee 

management (Madon and Schoemaker, 2021; Schoemaker et al., 2021); education; health services, and other social 
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benefits (Sule et al., 2021); stakeholders and policymakers (Mir et al., 2021); and for better information security in e-

learning systems (Korać et al., 2021; Engeness, 2021). The implementation of the NDIV platform showed numerous 

success stories in the countries it was implemented.  

The NDIV platform prompted to replace the shady username and password authentication mechanism, which had 

become obsolete over time. Unfortunately, the government's efforts to roll out these identities were met with scepticism 

by citizens. Harbach et al. (2013) discovered that maintaining their privacy was among the most important factors 

influencing people's acceptance of new authentication systems. 

 
Perceived Severity 

Perceived severity is the individual's evaluation of the severity of the repercussions of a threatening event (Sun et al., 

2013). Consumers were more likely to adopt modern technology when they were more likely to suffer, which was why 

perceived severity was found to positively influence intention to adopt healthcare wearable devices (Gao et al., 2015), 

mobile health services (Zhao et al., 2018), and patient attitudes toward telemedicine health services (Rahi et al., 2021). 

However, perceived severity was found not to affect individuals' intentions to use contactless technologies (Li et al., 

2021), wearable healthcare technology (Kim and Ho, 2021), or motivation to use e-learning with social media platforms 

(Peng and Hwang, 2021), and did not significantly influence an individual's intention to use health passbook (Hsieh and 

Lai, 2020). The adoption of the internet of things in healthcare technology devices was also proven unaffected by 

perceived severity (Karahoca et al., 2018). It was proposed that the following hypothesis be tested: 

 

H1. Perceived severity positively influences NDIV platform acceptance among young investors. 

 

Perceived Vulnerability 

Perceived vulnerability is the individual's evaluation of the probability of menacing events (Sun et al., 2013). When 

people were more likely to be subjected to a relevant threat and their vulnerability to the risky scenario was recognised, 

they were more likely to adapt to threat-prevention technologies (Sun et al., 2013; Rahi et al., 2021; Gao et al., 2015). 

According to Zhao et al. (2018), perceived vulnerability positively impacted mobile health services. Contactless 

technologies were also influenced by perceived vulnerability (Li et al., 2021), and an individual's propensity to utilise a 

health passbook was favourably influenced (Hsieh and Lai, 2020). 

However, the perceived vulnerability was found insignificant when negatively associated with using online medical 

records. The intention to use wearable activity trackers (Kim and Ho, 2021), motivation to use e-learning with social 

media platforms (Peng and Hwang, 2021), and the internet of things in healthcare technology products (Karahoca et al., 

2018) did not influence the adoption. The intention was insignificant when tested and negatively associated with using 

online medical records (Mukhopadhyay et al., 2019). As a result, the following hypothesis was proposed: 

 

H2. Perceived vulnerability positively influences NDIV platform acceptance among young investors. 

 

Response Efficacy 

Response efficacy is the individual's belief in the advantage obtained from their actions (Sun et al., 2013). Response 

efficacy was demonstrated to benefit the adoption of digital technology if it convinced the user of its effectiveness to the 

extent that it can lessen dangers (Sun et al., 2013; Rahi et al., 2021). Users' attitudes and continuous desire to use medical 

health apps were favourably connected with perceived ease of use of mobile health services' acceptance towards mobile 

health services' adoption intention (Zhang et al., 2017), and users' attitudes and continuous intention to use medical health 

applications (Luo et al., 2021). Response efficacy significantly impacted the intention to use and intention to continue 

using warning applications (Fischer-Preßler et al., 2021). It was proposed that the following hypothesis be tested: 

 

H3. Response efficacy positively influences NDIV platform acceptance among young investors. 

 

Self-Efficacy 

Self-efficacy is the individual's capability and perception of their abilities to overcome or accomplish a behaviour 

(Sun et al., 2013). Self-efficacy was proven to be positively associated with technology acceptance when the user felt 

confident in their capacity to understand and use technology (Sun et al., 2013). Individuals who believed in their ability 

to perform a behaviour to neutralise a threat were proven to benefit from their long-term intention to use e-wallets 

(Daragmeh et al., 2021). Consumers' adoption of wearable technology in healthcare (Gao et al., 2015), motivation to 

utilise e-learning with social media platforms (Peng and Hwang, 2021), and an individual's intention to use health 

passbooks (Hsieh and Lai, 2020) have all been proven to be positively influenced by self-efficacy. 

Self-efficacy was positively associated with the perceived ease of use of mobile health services acceptance (Zhang et 

al., 2017), influences consumers' intention to use self-driving cars (Du et al., 2021), and users' attitudes and continued 

intention to use medical health applications (Luo et al., 2021). However, computer self-efficacy indirectly affected attitude 
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due to the intention to embrace telemedicine health services (Rahi et al., 2021). As a result, the following hypothesis was 

proposed:  

 

H4. Self-efficacy positively influences NDIV platform acceptance among young investors. 

 

Transparency 

Transparency is the extent to which an individual can clearly understand something used (Venkatesh et al., 2016). 

Transparency was demonstrated to have a beneficial and significant impact on the intention to utilise cryptocurrency 

(Miraz et al., 2022) and local government services (Hartanto and Siregar, 2021). Furthermore, it was discovered to be a 

significant predictor of digital identity acceptance (Tsap et al., 2020). The intention to use contact tracing programs was 

positively influenced by three characteristics of transparency: disclosure, clarity, and accuracy (Oldeweme et al., 2021). 

It was proposed that the following hypothesis be tested: 

 

H5. Transparency positively influences NDIV platform acceptance among young investors. 

 

METHODOLOGY 

This paper used a deductive approach to test 5 hypotheses. This study employed an online questionnaire survey using 

a 7-point Likert scale (attached in Appendix). The measurement instruments were adapted from past researchers (Sun et 

al., 2013; Venkatesh et al., 2016; Chong et al., 2021). Demographic questions included gender, education, occupation, 

and years of investing. Data were analysed quantitatively using the IBM SPSS Statistics 26 and SmartPLS 3.2.9 software. 

The target population of the study was young Malaysian investors. In this case, the sampling frame of young investors 

was unavailable due to restrictions from Bursa Malaysia, which resulted in the study choosing a non-probability sampling 

technique. The critical case purposive sampling method was chosen as collecting data from the entire target population 

was not an option, and the study focus was crucial (Saunders et al., 2019). The unit of analysis was at the individual level. 

Five inclusion and exclusion questions were included in the questionnaire to obtain the right sample to achieve the study's 

objective. 

 
FINDINGS AND DISCUSSION 

Table 1 shows the confirmatory factor analysis. All the variables had an average variance extracted result more 

significant than 0.5 and the composite reliability greater than 0.7 (Ramayah et al., 2018), indicating suitability for further 

hypothesis testing. 

Table 1. Confirmatory Factor Analysis. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Construct 
Items Loading AVE CR 

Acceptance AC1 0.893 0.737 0.944 

 AC2 0.895   

 AC3 0.852   

 AC4 0.874   

 AC5 0.786   

 AC6 0.845   

Perceived Severity PS1 0.915 0.719 0.884 

 PS2 0.817   

 PS3 0.807   

Perceived Vulnerability PV1 0.851 0.815 0.930 

 PV2 0.903   

 PV3 0.953   

Response Efficacy RE1 0.862 0.757 0.903 

 RE2 0.909   

 RE3 0.838   

Self- Efficacy SE1 0.953 0.830 0.936 

 SE2 0.883   

 SE3 0.896   

Transparency TY1 0.829 0.574 0.835 

 TY2 0.905   

 TY3 0.788   

 TY4 0.411   
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As displayed in Table 2, all the values passed both the HTMT.90 (Gold et al. 2001) and HTMT.85 (Kline, 2011) 

thresholds, indicating that discriminant validity is accepted in this study.  

Table 2. Confirmatory Factor Analysis. 

 

 

 

 

 

 

 

 

 

Table 3 shows that four out of five hypotheses supported the structural model of this investigation. Based on the one-

tailed test, the t-value was considered significant if the critical value was more than 1.64 (Hair et al., 2017). 

Table 3. Hypothesis Testing Results. 

 

 

 

 

 

 

 

 

 

 

 

Perceived severity was found to have a significant positive relationship with acceptance (t-value=6.364>1.64, 

β=0.311, p-value=0.000<0.05). H1 was accepted. According to previous research, perceived severity had a beneficial 

impact on technology uptake (Baber, 2021; Daragmeh et al., 2021; Gao et al., 2015; Guo et al., 2015; Holmes and Ophoff, 

2019; Pang et al., 2021; Rad et al., 2021; Rahi et al., 2021; Vassilikopoulou et al., 2018; Zhao et al., 2018). The findings 

of this study showed that perceived severity had a favourable impact on NDIV platform acceptance among young 

investors; this finding was consistent with previous research and the PMT model. According to Sun et al. (2013), 

acceptance is more likely when a person recognises the gravity of their situation. Rather than being a cyberattack victims 

and suffering irreversible financial losses, the young investors chose to accept the NDIV platform to avoid the threat. 

They understood the gravity and repercussions of cyberattacks. The recently published SC Malaysia annual report 2021 

also mentioned that young investors in Malaysia used to have a high-risk appetite in search of greater investment returns. 

However, after the pandemic outbreak, the numbers came down to only three percent (Khuen, 2022), which clearly 

showed that young investors were afraid of the severity of cyberattacks. The key takeaway from this is that the marketing 

team working on the NDIV platform project must plan for and raise awareness of the pitfalls to avoid in the event of a 

cyberattack, which is one of the reasons for people's acceptance when they understand the severity of an event and have 

a way to avoid it. 

The perceived vulnerability was found to have no significant relationship with acceptance (t-value=1.400<1.64, β=-

0.068, p-value=0.165>0.05). The finding refuted the assertion that when individuals are aware of their vulnerability to a 

threat, they are more willing to accept solutions to protect themselves (Sun et al., 2013; Rahi et al., 2021; Gao et al., 

2015). While prior research found a beneficial impact on acceptance (Daragmeh et al., 2021; Guo et al., 2015; Holmes 

and Ophoff, 2019; Hsieh and Lai, 2020; Li et al., 2021; Pang et al., 2021; Rad et al., 2021; Zhao et al., 2018), the findings 

of this study showed insignificance, which was backed up by other researchers (Kim and Ho, 2021; Peng and Hwang, 

2021; Karahoca et al., 2018; Mukhopadhyay et al., 2019). The H2 was not supported in this study, which added the latest 

information to the existing PMT model. The findings cast doubt on the prevailing assumption, concluding that young 

investors were aware of their security and data privacy. Young investors believed that they were not vulnerable to 

cyberattacks. Being vulnerable did not seem to be a big motivator for young investors to accept the NDIV platform. It 

could be due to the uncertain investing conditions that investors were familiar with, where it was a high-risk sector, and 

these individuals were aware of their vulnerability to these events. The fact that individuals participated in online 

investment schemes despite the possibility of being scammed demonstrated their readiness to be vulnerable with caution 

(Khuen, 2022). The key takeaway is that the Malaysian government should constantly teach and educate its citizens to be 

cyber-smart, just like how the Estonians were taught by their government. Solving the root cause of vulnerable devices 

and personal details is the first step to avoiding cyberattacks (Wei, 2019). 

Response efficacy was found to have a significant positive relationship with acceptance (t-value=1.896>1.64, 

β=0.117, p-value=0.041<0.05). H3 was accepted. Response efficacy was discovered to persuade users of a technology's 

ability to lessen threats, influencing adoption and acceptance (Sun et al., 2013; Rahi et al., 2021). Most healthcare 

technologies have also proven high response efficacy (Zhang et al., 2017; Luo et al., 2021). The findings of this study 

 
AC PS PV RE SE TY 

AC             

PS 0.597           

PV 0.433 0.672         

RE 0.657 0.597 0.526       

SE 0.775 0.519 0.409 0.637     

TY 0.580 0.605 0.558 0.552 0.599   

H Relationships Std Beta Std Error T Statistics p-value 5.0% 95.0% 

D
ecisio

n
 

H1 PS -> AC 0.311 0.049 6.364* 0.000* 0.235 0.391 🗸 

H2 PV -> AC -0.068 0.047 1.400 0.165 -0.142 0.012 ✗ 

H3 RE -> AC 0.117 0.062 1.896* 0.041* 0.012 0.218 🗸 

H4 SE -> AC 0.467 0.050 9.368* 0.000* 0.391 0.557 🗸 

H5 TY -> AC 0.136 0.049 2.737* 0.006* 0.050 0.212 🗸 
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were in line with previous research findings (Guo et al., 2015; Holmes and Ophoff, 2019; Rad et al., 2021; Thrasher et 

al., 2016). According to Fischer-Preßler et al. (2021), believing that technology helped solve a user's problem persuaded 

the user to accept it. An article from Forbes reported that people embrace technology, especially when they believe it 

makes their lives and jobs easier and safer (Juetten, 2020). This was relatable with the study's findings that young investors 

believe the NDIV platform solves problems and is an effective solution to cyberattacks, resulting in their acceptance. 

Self-efficacy was found to have a significant positive relationship with acceptance (t-value=9.368>1.64, β=0.467, p-

value=0.000<0.05). H4 was accepted. According to previous studies, users who were confident in their ability to learn, 

competent while using technology, and had faith in their capacities to execute, inherited high self-efficacy, which 

influenced acceptance (Sun et al., 2013; Daragmeh et al., 2021). Many innovative technologies have been discovered to 

benefit from self-efficacy (Du et al., 2021; Gao et al., 2015; Guo et al., 2015; Holmes and Ophoff, 2019; Hsieh and Lai, 

2020; Li et al., 2021; Luo et al., 2021; Peng and Hwang, 2021; Rad et al., 2021; Thrasher et al., 2016; Zhang et al., 2017). 

H4 was supported because the data suggested that self-efficacy influenced NDIV platform acceptance among young 

investors, which was consistent with previous research findings. The result added to the PMT model's current evidence. 

Overall, the young investors appeared confident in their ability to use the NDIV platform. They believed it was simple to 

use, that they had what it took and that using the NDIV platform required minimal work. This was most likely due to 

their previous experience, digital signatures, and online verification (Chong et al., 2021). Because the study's target 

population consisted of young, tech-savvy investors, learning to utilise a new platform was a breeze. 

Transparency was found to have a significant positive relationship with acceptance (t-value=2.737>1.64, β=0.136, p-

value=0.006<0.05). H5 was accepted. This research found a link between transparency and NDIV platform adoption 

among young investors, and H5 was approved, confirming the theory and as per past studies (Hartanto and Siregar, 2021; 

Oldeweme et al., 2021; Tsap et al., 2020; Venkatesh et al., 2016). When combined with PMT variables, this study added 

to the current data offered by URT by providing new insight into the relationship between transparency and acceptance. 

Disclosure, clarity, and truth led to acceptance; therefore, a transparent information system was essential for citizen 

engagement (Oldeweme et al., 2021; Miraz et al., 2022). The data helped to clarify why young investors in this study 

believed the NDIV platform's operating procedures would be transparent. They were confident that the government would 

offer vital information about how the platform operates and accept comments from its users, ensuring that the NDIV 

platform functions in both directions and develops a positive relationship with its users. The result was also following 

industry insights where transparency was an important element based on the experience of the implementation of MyKad, 

MySejahtera, and government-related applications (Hafiqah, 2020; Koya, 2020; Aiman, 2020). 

IMPLICATIONS 

This research addressed three gaps: empirical, theoretical and methodological in the body of knowledge. The study 

examined how little URT was used to assess acceptance. Past studies have made significant contributions to discussing 

the PMT model as a stand-alone theory and in conjunction with other well-known theories such as the technology 

acceptance model, unified theory of acceptance and use of technology, theory of planned behaviour, and diffusion of 

innovation theory. The integration of both theories: protection motivation theory and uncertainty reduction theory, 

provided a strong and novel theoretical foundation and added to the study's uniqueness, as previous works had not done 

so. Each theory had its role, and its supporting variables had a major impact on NDIV platform acceptance among young 

investors. The study also looked into the PMT model's missing role of transparency. Transparency was emphasised as a 

critical component of new technologies. This created a strong research model for predicting acceptance, as transparency 

contributed to the framework. Methodologically, there was not much literature in the field because the NDIV platform 

was still new and would not be implemented until 2024. This study discovered a lack of quantitative methods while 

analysing literature closely related to the NDIV platform setting. The study used an online questionnaire survey method 

to bridge the methodological gap, and the data were analysed quantitatively. 

Practically, the Malaysian Communication and Multimedia Commission (MCMC) can now address the primary 

challenges identified in the national digital identification framework. Users' lack of technological understanding, high 

adoption and implementation costs, lack of technology maturity, and difficulties adopting modern technology are only a 

few. Knowing that young investors have a high response efficacy and self-efficacy level when using the NDIV platform, 

MCMC may want to consider starting with young investors before pushing it onto the older generation. Policymakers 

must ensure that law and order are based on the most up-to-date technologies to safeguard people's best interests. If 

MCMC and policymakers can build a robust cybersecurity foundation and achieve citizen involvement, the government 

and private financial companies can increase operational efficiency, quality of online services, and customer experience. 

These businesses will also be able to save money and time by using fewer counter transactions and longer waiting times. 

Lastly, Malaysian citizens would profit the most from this research. With this platform's effective implementation, 

citizens can do their verification and transactions online without queueing at service providers' virtual counters. 

CONCLUSION, LIMITATION, AND FUTURE DIRECTION  

This research studied NDIV platform acceptance among young investors in Malaysia. It was an attempt to explain the 

factors behind NDIV platform acceptance. The study developed a research model based on the protection motivation 

theory and uncertainty reduction theory. Perceived severity, response efficacy, self-efficacy, and transparency were 

positive predictors of NDIV platform acceptance. This study bridged the empirical, theoretical, and methodological gaps. 

The study benefitted the administrators, regulators, industry practitioners, governments, and society. Due to limited 
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literature in a similar context and time constraints, this study served as a foundation for future researchers to explore the 

NDIV platform in other populations, variables, and methodological contexts. The outcomes of the study concluded that 

the NDIV platform, upon implementation, will help solve the cyberattacks in Malaysia and build robust cybersecurity for 

the country's digital efforts. 
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