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INTRODUCTION 

Fraud is an act of using dishonest methods in order to obtain something from someone else (ACFE, 2017). The concept 

of actions of fraud has always been associated with being corrupt or making fraudulent actions which cause indirect harm 

to their organisation. These actions of fraud behaviour directly cause financial and economic losses and have a long term 

impact towards their organisation (Adawiah, 1998; Ho, Li, Tam, & Zhang, 2014). The organisations that are unable to 

handle the impact of fraud will either face foreclosure such as Enron, Arthur Anderson and WorldCom (Lunenburg, 2012; 

Rashid, Sambasivan, & Rahman, 2004) are some of the international examples of organisations affected by actions of 

fraud.  The paper also focuses on the Malaysian local perspective on how these fraud occurrences impact each of the 

organisations. The common ground is that each of these fraud cases had provided economic losses to the government 

financially or non-financially in terms of loss of reputations (Gee, Button, & Brooks, 2011). The paper shows that 

although there are common control mechanism in the organisations such as audit reports and internal control mechanisms 

these actions of fraud are still a common occurrence. Such control mechanisms are thought to provide assurances towards 

the organisations in some cases of these fraud actions were the leaders themselves are the ones involved and instructing 

the organisations to commit those actions (Free & Macintosh, 2006). The paper expresses the small scale fraud that occurs 

in various government bodies to high levels of fraud cases that have occurred throughout the years. These are the common 

overlay of the definitions of fraud as provided by various bodies from accounting, financial and professional 

organisations. Table 1 presents an overall outlay of what defines fraud from different approach and outlooks.  

 

Table 1: Range of fraud definitions 

Source Definition of fraud 

AICPA, 2006 Wilful misrepresentations made with an intention to deceive others. 

ACFE, 2016 
Use of one's occupation for personal enrichment through the deliberate misuse or 

misapplication of employing organization's resources or assets. 

Keller & Owens, 2015 
Internal and external fraud. Internal frauds are committed by individuals in the entity. 

External frauds are committed by individuals outside the entity. 

CIMA, 2008 
Activities such as theft, corruption, conspiracy, embezzlement, money laundering, 

bribery and extortion 

XVI INCOSAI 

Unlawful interaction between two entities, where one party intentionally deceives the 

other by means of false representation in order to gain an illicit and unjust advantage. It 

involves acts of deceit, trickery, concealment, or breach of confidence that are used to 

gain an unfair or dishonest advantage. 

Source: (ACFE, 2016; AICPA, 2006; CIMA, 2008; INTOSAI, 2016; Owens, 2015) 

 

ABSTRACT – This paper presents a review of the literature on connecting the relevance of fraud 
theory towards current and past cases that have already occurred globally. The local focus is 
towards the Malaysian public sector in terms of the harm that it has towards economic losses that 
are incurred when there are any actions of fraud. The discussion is through analysing different and 
varying definitions of fraud by various organisations and people. Discussion crosses throughout 
various perceptions of authors from different backgrounds such as accountancy, management, 
economics, psychology, financial crime and others. This paper first outlines the current fraud issues 
before relating these actions with fraud theories. These actions of fraud can be through collusion 
or allowed behaviours within each of the organisation. Although there are certain mechanisms in 
place such as internal control systems, these actions of fraud are still occurring in the current 
society. Findings indicate that fraud is a diverse and broad subject matter, it is always evolving and 
is an exciting field of research as more organisations or individuals will commit fraudulent actions 
although there are control mechanisms in place. 
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Fraud through misappropriation of assets is the most common method found throughout most organisations (ACFE, 

2016). This is supported by research by Price Waterhouse Coopers, where the most common occurrence of fraud can be 

found in a form of asset mismanagement (Price Waterhouse Coopers, 2016). This method occurs when individuals who 

hold the trust as caretakers of organisational assets use it for their own benefits. 

Asset mismanagement can lead to economic losses, where these assets could have otherwise been put to better use in 

helping national growth. Realising its consequence towards a global economy, academic research on fraud is vital for 

practitioners to have more knowledge on to counter fraud strategies that can be further developed in improving 

organisational efficiency (Button & Brooks, 2009). This asset mismanagement can be interpreted as actions of fraud 

where people abuse their power in committing these offences (Wilson et al., 2014) 

There are three anti-fraud programmes which are commonly discussed in fraud literature. They include fraud 

deterrence, fraud prevention and fraud detection (Petrucelli & Peters, 2016). Fraud deterrence is done by having barriers 

which are designed to persuade any individual not to commit actions of fraud. Threats of being caught by authorities 

through these barriers are an example of this method. Fraud prevention is a strategy to prevent individuals from 

committing actions of fraud. The use of an internal control mechanism is an example of fraud prevention techniques. For 

example, through levers of control, approval from two senior government officials is needed to approve any contract 

payment. Lastly, fraud detection is a method of using investigative techniques to discover any allegations by external 

parties when the other two programmes are deemed to be less effective in their use 

LITERATURE REVIEW 

Current Issues 

KPMG’s Fraud, Bribery and Corruption Survey (KPMG, 2013) recently found that 83 per cent of men is likely 

perceived to be a typical fraudster as compared to 17 per cent of women, based on the survey’s respondents. Their results 

showed that male fraudster is likely to be aged between 26 to 40 years old, earning an annual income of RM60,000 and 

below, and has been with an organisation for less than 5 years. A situation such as these can occur on an assumption that 

specific departments have a weak internal control system. When there is collusion towards these actions of fraud, the 

losses will increase incrementally according to the number of people doing these actions of fraud, meaning that the losses 

will be higher with the increased amount of people involved (Wilson et al., 2014). The following table describes a brief 

summary of the previous graft and corruption cases that had occurred in Malaysia.  

 

Table 2: Summary of corruption cases that had occurred in Malaysia (2015 – 2018) 

Year Fraud loss (RM) Type of fraud Department 
Accused 

perpetrator 
Source 

2018 4,000,000.00 Bribery 
Perlis Water 

Department 
Director 

Jamaludin, 

2018 

2018 2,700,000.00 Corruption charge 
Sabah Railway 

Department 
Deputy Director Miwil, 2018 

2017 789,360.00 False claims 

Petronas 

(Government Linked 

Company) 

Coordinator 

Officer 
MACC, 2017 

2017 420,852.00 
Tender Supply of 

Goods 

Royal Malaysian 

Navy 

Officers of the 

Royal Malaysian 

Navy 

MACC, 2017 

2017 2,500,000.00 Graft 

TH Heavy 

Engineering 

(Government Linked 

Company) 

Chief Executive 

Officer (CEO) 
MACC, 2017 

2017 150,000.00 Issuance of permit 
Johor Bahru 

Municipal Council 

Assistant 

Administrative 

Officer (PTD) 

MACC, 2017 

2017 40,000.00 Graft 
State Office Kuantan, 

Malaysia 
Civil Servant 

Sinar Harian, 

2017 

2016 38,000,000.00 
Misappropriating 

Government Funds 

Ministry of Sports 

Malaysia 

Finance Division 

Secretary 

Gunaratnam, 

2016 
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Year Fraud loss (RM) Type of fraud Department 
Accused 

perpetrator 
Source 

2016 114,500,000.00 Abuse of Power 
Sabah State Water 

Department 

Director and 

Deputy Director 

of Utilities 

Department 

Chan, 2016 

2016 

930,000.00 Graft through assets 
Kuala Lumpur 

Municipal Council 

Executive 

Director 

BERNAMA, 

2016 1,900,000.00 Graft through assets  Deputy Director 

of Finance 

1,650,000.00 Illegal Activities 

2016 45,572.30 
Graft through 

tenders 

Malacca Stadium 

Body 

Assistant Director 

(Finance and 

Management) 

BERNAMA, 

2016 

2015 13,700,000.00 
Over purchase of 

Assets 

Majlis Amanah 

Rakyat Malaysia 

(Mara Incorporated) 

Company Director 
BERNAMA, 

2015 

2015 49,700,000.00 
Criminal Breach of 

Trust 

National Feedlot 

Corporation (NFC) 

Chief Executive 

Officer 

BERNAMA, 

2015 

2015 3,000,000.00 Graft through assets Selangor Ministry 

Former Chief 

Minister of 

Selangor 

Nazlina, 2015 

Source: (BERNAMA, 2015, 2016b, 2016a; Chan, 2016; Gunaratnam, 2016; Jamaludin, 2018; MACC, 2017a, 2017b, 

2017c; Miwil, 2018; Nazlina, 2015; Sinar Harian, 2017) 

 

Based on the previous table, there have been a number of cases involving fraud and corruption that had occurred in 

Malaysia throughout the year 2015 to 2018. The case in 2018 involved the Perlis Water Department where the director 

was charged with abuse of power and corruption of receiving bribes of up to RM 4,000,000 (Jamaludin, 2018). The Sabah 

Railway Department deputy director has corruption charges amounting to RM 2,700,000 of where four members of the 

staff were also included in the indictment (Miwil, 2018) 

The involvement of Petronas, which is a government-linked company (GLC), the officer was making false claims 

totalling up to an amount of RM789,369 with another private supply company (MACC, 2017c). The following case 

involves the Royal Malaysian Navy (RMN). The husband and wife were both working at RMN during the incident, where 

they approved projects that were worth RM1,363 million. With that approval, they received kickbacks totalling an amount 

of RM420,852 (MACC, 2017b). A CEO of another government-linked company (GLC), namely TH Heavy Engineering, 

was found to be involved with breach of trust in issuing five cheques worth RM400,000, RM570,000, RM430,000, 

RM600,000 and RM575,800 on separate dates (MACC, 2017a), these cheques had been abused for personal use which 

leads to the actions of fraud. In a separate case, a Johor Bahru Municipal Council administrative officer was involved in 

graft through the issuance of permits for a private company, for which the administrative officer had received monetary 

incentives worth RM150,000 (MACC, 2017d). Additionally, two civil servants in Kelantan State Office received graft 

money up to RM 40,000 (Sinar Harian, 2017) 

Throughout 2016, there have also been some noticeable cases involving fraud within the Malaysian government. 

Cases of the Youth and Sports Ministry had been involved with misappropriation of funds amounting to RM38,000,000 

(Gunaratnam, 2016). Towards the end 2016, a case of Sabah State Water Department had linked high ranking officials of 

government servants to corruption, where their seized assets had totalled up to an amount of RM114,500,000 (Chan, 

2016). Kuala Lumpur Municipal Council also had a few cases involving fraud during that year. They involved the local 

government’s executive director and deputy director of finance. The amount of fraud loss had totalled RM4,480 million 

ringgit (Firdaous Fadzil, 2016). Further, an assistant director of Malacca Stadium Body, who controls the body’s finance 

and management matters, was also found to had been involved with graft with an amount of RM45,572.30. The assistant 

director had previously approved contracts for projects awarded to her brothers’ company (BERNAMA, 2016b). 
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The year 2015 had also seen some high profile cases in Malaysia. A case of Majlis Amanah Rakyat’s (MARA) 

incorporated company holding assets in Australia was the limelight of 2015. This company bought assets in Australia 

which were overpriced to be above the actual market value. Kickbacks were then transferred to interested parties who 

had dealings prior to the assets’ purchases. It was then later discovered that the amount of 4.75 million Australian dollars 

were laundered out of Australia (Nick McKenzie, Richard Baker, 2015). The case of National Feedlot Corporation (NFC) 

in 2015 had also sparked some concerns regarding the misuse in government facilities, particularly regarding soft loans 

that were provided to the corporation. The CEO of NFC was accused to have breached the trust of government loan 

facilities amounting RM 49.7 million. He was however released not long after that, as accusations were dropped by the 

high court of Malaysia (BERNAMA, 2015). Separately, a former Chief Minister of Selangor was found guilty of the graft 

through receipt of kickbacks in assets. This case was developed when it was discovered that the Chief Minister had 

purchased a house that is below the market price, with its difference amounting RM 3 million (Nazlina, 2015). 

Globally, actions of fraud had caused the world trillions of under-recorded losses. Occupational fraud had caused a 

total loss of more than 9.76 trillion dollars within the year 2015 alone (ACFE, 2016). Average fraud loss is found to be 

around 703,000 dollars for an owner or executive; 173,000 dollars for a manager; and 65,000 dollars for employees that 

commit fraud. The more collusion occurs in an occupational fraud, the higher losses are recorded individually. Loss of 

65,000 dollars is discovered from a person, 150,000 dollars from two persons, 220,000 dollars from three persons, 294,000 

dollars from four persons and an average loss of 633,000 dollars is found from five persons or more (ACFE, 2016). The 

United Kingdom economy, for example, suffered an estimated loss up to 193 billion pounds a year due to fraud (Button, 

2016). These losses are very significant to organisations such as governments, as they are the biggest cluster of 

organisations in the world. Corporations or companies could not compare to the effects that a government has in terms of 

policy and spending. These fraud losses are hence significant and can be avoided through fraud prevention, in which 

internal control, organisational culture, QMS and integrity play a role in preventing leakages. 

Past records of organisational fraud in governments are limited in terms of substantial numbers. However, there are 

some examples of organisational occurrences of fraud that can be collected internationally, and it has had quite a history 

over the century. The table below displays an extent of organisational fraud that had occurred globally over the years 

(Table 3). 

 

Table 3: Summary of international fraud occurrences 

Year 
Fraud 

Loss 
Organisation Type of Fraud 

Level of 

fraud 

Accused 

Perpetrator 
Source 

1995 

825 

million 

pounds 

Baring Bank 
Investment 

fraud 

Senior 

management 
Nick Leeson 

Rodrigues, 

2015 

1996 

to 

2003 

2.7 billion 

dollars 

Healthcare 

Incorporated 

Accounting 

fraud 
CEO Richard Scrushy 

Lupica, 

2014 

2001 
50 billion 

dollars 
Enron 

Falsified 

earnings 

False statements 

Insider trading 

CEO & 

founder 

Company's 

auditor 

Jeffrey Skilling 

& Kenneth Lay  

Arthur Anderson 

Richard Jr. 

& A. R. 

Sorking, 

2001 

2001 Dissolution Arthur Anderson False statements Partner 
Michael M. 

Lowther 

Dugan, 

2002 

2001 
13 billion 

dollars 
Swiss Air Mismanagement 

CFO 

Officers, 

directors 

and advisors 

Jacqualyn Fouse 

Stephen 

Taub, 

2006 

2001 
4 billion 

euros 
Parmalat 

Financial fraud 

and money 

laundering 

CEO Calisto Tanzi, 

World 

Finance, 

2011 

2002 

600 

million 

dollars 

Tyco 
Falsified 

expense account 

CEO 

Financial 

advisor 

Dennis 

Kozlowski Mark 

H. Swartz 

A. R. 

Sorking, 

2002 

2002 
2.2 billion 

dollars 

Adelphia 

Communications 

Off-balance 

sheet 
Founders 

John Rigas 

Timothy Rigas 

J. Maron 

&  

R.Frank, 

2002 

2003 
2.3 billion 

dollars 
Banco Bank fraud 

CEO Vice 

president 

Ramón Báez 

,Figueroa 

Marcos Báez 

Cocco 

Vivian Lubrano 

de Castillo 

The 

Economist, 

2003 
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Year 
Fraud 

Loss 
Organisation Type of Fraud 

Level of 

fraud 

Accused 

Perpetrator 
Source 

Jesús M. 

Troncoso 

Luis Alvarez 

Renta 

Source: (Dugan, 2002; Frank, 2002; Junior & Sorking, 2001; Lupica, 2014; Rodrigues, 2015; Sorking, 2002; Taub, 

2006; The-Economist, 2003; World-Finance, 2011) 

 

Baring Bank is a British merchant bank, with a history dated back in 1762. This bank failed in 1995 due to poor 

speculative investment in future contracts, suffering losses of 830 million pounds (Rodrigues, 2015). Failure of this bank 

was mainly due to weak internal controls, as the perpetrator, Nick Leeson was in control of two critical positions in the 

bank, which were as floor manager of trading and the head of settlement operations. These weaknesses in control had led 

the perpetrator to exploit the system with weak risk management practices. Meanwhile, Healthcare Incorporated is a 

medical related industry organisation that was involved with an accounting scandal with over inflating earnings 

amounting 1.4 billion dollars. This scandal had led the company to lose a total amount of 2.7 billion dollars (Lupica, 

2014). Facts of this scandal stated that the company’s CEO Richard M. Scrushy had instructed his senior accountants to 

overstate company profit by 4700 per cent. In another case, Tyco Limited was involved in a scandal which saw the 

company losing 600 million dollars (Sorking, 2002). Tyco Limited’s CEO and financial advisor were involved in 

racketeering funds up to 600 million dollars. They made unauthorised bonuses, falsified expense accounts and stock fraud 

during that time. This case occurred from a leadership perspective of committing fraud by having low levels of integrity 

within the organisation. 

Fast forward a few years, Enron emerged to become the pinnacle of fraud in organisations. The company’s fraudulent 

behaviour had led to the introduction of the Sarbanes Oxley Act (2002). When the fraud case happened, Enron suffered 

losses of up to 50 billion dollars (Free, Macintosh, & Stein, 2007; Junior & Sorking, 2001; Olagbemi, 2010). Various 

case studies had reflected on this organisation, particularly with concerns of organisational behaviour and control. Enron's 

CEO Jeffrey Skilling and founder Kenneth Lay perpetrated the fraud by hiding the company’s losses, subsequently being 

found guilty of conspiracy and fraud. Their auditor Arthur Anderson was also found guilty for illegally destroying 

documents that are relevant to the fraud investigation, which had led to the dissolution of one of the biggest audit firm in 

the United States (Dugan, 2002; Edelman & Nicholson, 2005). Michael M. Lowther was the partner in charge of Arthur 

Andersen’s energy audit division. Being indirectly involved in the fraud case, he ignored the risks involved with Enron 

financial transactions; hence he was charged for violation of legal practices. 

Further, Swissair suffered losses amounting 13 billion dollars, which had made the company become insolvent. 

Swissair CFO was subsequently faced with charges of mismanagement, the unfaithful business conducts and favouring 

creditors (Taub, 2006). The company’s eighteen former employees, officers and directors were also charged by the Swiss 

court with various fraud offences. In Italy, it’s international dairy company Parmalat fell short when the bondholders 

discovered that 4 billion Euros were of non-existent funds. The auditors had also discovered a gap of 14.3 billion Euro in 

their finance. Parmalat’s CEO Calisto Tanzi was then found to be guilty of financial fraud and money laundering (World-

Finance, 2011).  In the Dominican Republic, the lavish lifestyle of Banco’s CEO Báez Figueroa was discovered to be due 

to mismanagement of the second largest commercial bank in the republic. Figueroa, along with vice presidents of the 

bank was charged with bank fraud and money laundering amounting 2.3 billion dollars (The-Economist, 2003). Finally, 

Adelphia Communication Corporation, which was the sixth largest cable-television company based in Pennsylvania, was 

declared to be bankrupt in 2002  due to a discovery of 2.3 billion dollars off its balance sheet debts. Three family members 

were charged with financial fraud by using sophisticated cash-management systems to divert the money to family-owned 

entities (Frank, 2002). 

The summary of these organisational fraud occurrences indicates that when there are losses in the organisation, the 

level of fraud loss will be very material in terms of number. Actions of organisational fraud would usually require more 

than one individual or group, which colludes to disengage their control environment in order to commit these crimes 

PROBLEM STATEMENT 

The issue here is that this occurrence of fraud still occurs although there are control mechanisms in these organisations.  

The losses or economic losses that occur due to fraud and corruption incur more financial costs (Gee et al., 2011). From 

the year 2014 to 2016, the rate of corruption in the government sector had decreased as reported by Malaysian Anti-

corruption Agency (MACC). 38.8% of corruption offenders in 2016 are government employees  (MACC, 2016). The 

losses due to fraud are 65,000 dollars from a person, 150,000 dollars two persons, 220,000 dollars three persons, 294,000 

dollars four persons and an average of 633,000 dollars from five persons or more. 

It can be seen that fraud and corruption will lead to losses to any organisation and government. These entities are 

always searching for methods to prevent and control fraud in their organisation. Identifying the proper approach is 

important in order to prevent corruption. The rate of fraud becomes higher when more people are involved in acts of 

corruption or when there is collusion. 

This paper provides an analysis towards understanding why these cases are still happening whether in large multi-

national organisations or public sector organisations. The search for appropriate tools is critical in order for these 
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organisations to control the losses that could have been put for better use. Such tools could include improving the controls 

of internal control systems in the organisation, ethical leadership styles, enforcing stronger and stricter actions over 

fraudsters. 

The overall cases presented in this paper shows that organisational weaknesses are amongst the contributing factors 

towards fraud and corruption. These actions had also shown the importance of leadership in organisations that directly 

allowed and executed such acts of corruption. The review provides a conception that fraud will still occur in this modern 

day and age of technologies. The methods of preventing and discouraging these acts should be further studies in future 

studies. 

THEORETICAL DISCUSSION 

Fraud triangle theory is a theoretical model of approach which explains the reasoning behind any individual who 

commits fraud (ACFE, 2017; Cressey, 1953, 1973). The initial observation was made from Cressey’s psychologist point 

of view, in terms of why humans tend to commit fraud. This research suggested that there are three components behind 

the reasoning, which are perceived as an unshakeable financial need, perceived opportunity and rationalisation. Perceived 

unshakeable financial need in situations where the individual is pressured to make such fraudulent actions due to financial 

constraints. 

The initial development of the fraud triangle theory was done by Cressey using three components. These components, 

as previously mentioned, act as the enabler of fraud. By having one of these components in an individual, the person can, 

and will, commit fraud. Fraud diamond adds an additional component to the triangle, which is the capability of an 

individual to commit an act of fraud (Wolfe & Hermanson, 2004). Other expansions towards the fraud triangle include 

additions of competence and arrogance components (Horwarth, 2014), which was developed by an accounting 

organisation. The component of competence is an approach of individuals’ ability to override internal controls and control 

the situation according to the person who will be committing the fraud. Arrogance is a lack of consciousness, where an 

individual feels that they are entitled to receive resources, while policies and procedures of the organisation are not 

applicable to them. These are some brief examples and explanations concerning the fraud theory. 

Fraud scale theory was developed by Albrecht , Howe and Romney in 1984 (W. Steve, Ketich R., & Marshall B., 

1984). These researchers provided an alternate approach towards the fraud triangle. Fraud scale is similar to the fraud 

triangle, where instead of rationalisation; the fraud scale uses personal integrity within its model. This is because personal 

integrity can be observed in through individual or organisation settings of measurements as compared to rationalisation 

(Ruankaew, 2013). Assessment of integrity can be observed and measured in terms of possibilities that an individual will 

commit an act of fraud in his or her organisation. Prior literature stated that occurrence of fraud and unethical behaviours 

are due to the lack of integrity or other moral ethics that affect an individual’s decision making (Jack, Arron Scott, & 

Mary-Jo, 2010). The attitude that morally acceptable rationalisation occurs before an act of fraud makes fraudsters to 

often view that while their actions as unethical, these actions are justified as they view their actions to be morally 

acceptable (Ruankaew, 2016). 

 

 

Source: (Steve et al., 1984) 

Figure 1: The Fraud Scale Theory 

 

Figure 1 is a graphical presentation of when a scale, for example, personal integrity scales down towards the lower 

side; there will be a higher probability that the individual will commit fraud. The same principle is applied towards 

pressure and opportunities, which are the components of fraud scale theory. Related literature indicated that there are nine 

motivators of fraud. These motivators include when the individual is living beyond their means, with overwhelming desire 

for personal gain, high amount of personal debt, close association with customers, pay of work does not commensurate 
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with the work being done, a wheeler-dealer attitude, desire to challenge the system, excessive gambling debts, and 

pressure from friends and family.  

A study by Hollinger-Clark investigated real-time survey on 10,000 employees concerning fraud (Hollinger & Clark, 

1983). Their findings showed that personal income and fraud has little correlation to one another; there is a positive 

correlation between job dissatisfaction and fraud, and there is a negative correlation between control and employee 

deviance (acts against property or violations). In this study, they observed five aspects of company policies, selection of 

personnel, inventory control, security and punishment. Employees’ perception towards control is important in order to 

deter fraud, hence management should be more concerned and sensitive towards their employees. 

The notion of fraud triangle suggested that the three factors of pressure, opportunity and rationalisation must be in 

place in order for an act of fraud to occur. Walmart’s former vice-chairman was involved in allegations of fraud, where 

he had his employees to create fake invoices and documents for Walmart to pay, while in actual fact those were his 

personal expenses (Bandler & Zimmerman, 2005). The component of financial pressure from Cressey’s model does not 

match with the former vice-chairman’s case, as he received annual compensations of 6 million dollars. First Security 

Trust & Savings Bank loan officer Jeffrey Gonsiewski altered loan payment periods of customers, causing the bank to 

lose 5.5 million dollars. Jeffery’s motive was questionable, as he allegedly did not take any of the money. Changes were 

said to have been made in order to help struggling borrowers (Milwaukee, 2010). This fraud occurred in a form of 

changing due dates to an alternate period of time, changing monthly payments to become quarterly payments and principal 

interest payments to only include interest-only payments. These actions showed that first, the integrity of the said 

individual is in question and second, control aspects of the organisation were loose when it comes to people who are in 

charge of certain controls. 

Corruption: Asset Misappropriation 

Other than observation by ACFE and Price Waterhouse Coopers in 2016, asset misappropriation was also found to 

have the highest percentage economic crime of fraud committed by offenders in a 2015 Global Economic Survey. In 

addition to that, the New South Wales Auditors Generals survey had stated that the common type of fraud committed is 

theft of consumables cash and intangible assets, as well as procurement fraud such as false invoicing and fraudulent 

expenditure claims. The Australian National Audit Office (ANAO) addressed fraud activities such as the use of 

unauthorised operation of information technology, unauthorised access of information, forgery of records and fraud 

concerning ways the government conduct businesses as key points of methods that are used to commit fraud. Through 

fraud triangle, this survey indicated that the highest percentage of fraud committed by wrongdoers is due to incentive or 

pressure at 71 per cent, an opportunity at 15 per cent and attitude or rationalisation at 12 per cent. Some of the factors on 

why people commit fraud is also interesting, where fear of losing jobs is at 41 per cent, target or achievement of a 

department becoming difficult to be achieved at 37 per cent, senior management achieving desired results or target at 16 

per cent and bonuses not being paid for that particular year at 11 per cent. Fear of losing jobs is due to government 

employees fearing that their department would come under scrutiny in cutting costs of non-essential services. This survey 

was helpful in identifying why government employees commit fraud, identifying indicators of the commonly used 

method, as well as identifying the reasons why people are inclined to commit fraud. The global survey suggested 

government sector to provide adequate fraud risk assessment programme, update risk assessments regularly, implement 

comprehensive fraud plan upon identifying new risk, uses data analysis to improve fraud detection, ensure that people 

who manage payment and procurement receive fraud detection training, and higher positioned people take action and 

initiatives in combating fraud. These are all some of the recommendations that were provided by the report in order to 

combat fraud in the government sector. 

Moving towards the Malaysian context, PWC conducted a survey (Price Waterhouse Coopers, 2014) towards 38 listed 

companies concerning fraud development in Malaysia. Their findings showed that 42 per cent of respondents had 

experienced economic crime over the past two years. These findings support a major issue in Malaysia as almost half of 

the employees in the corporate sector are experiencing fraud or corruption incidences. Through this survey, asset 

misappropriation together with bribery and corruption becomes the top two types of economic crime being frequently 

reported in the survey. This survey also mentioned that having a whistleblowing hotline is the most effective way in 

combating fraud. The interesting element found in this survey was that researchers were able to profile Malaysian 

fraudsters based on respondents’ feedback. Over the two periods of 2011 and 2014, most respondents believed that 

external parties are the one responsible for fraud cases. Internal parties that are responsible for fraud was expressed to 

have the following characteristics such as being male (75%), a part of the middle management (67%), aged up to 31 to 

40 years old  (75%), at least being in service of 5 years in the organisation (67%), and lastly the person holds a graduate 

degree (83%). The important thing that was highlighted here is that a person with proper education and working 

experience are expressed by most respondents to be potentially involved with fraud, bribery and corruption. Part of this 

survey mentioned that pressure of financial performance may lead individuals to commit economic crimes. Also worth 

mentioning are impacts of this economic crime towards employees’ morale, the affected organisations’ product or brand, 

business relationship with partners or suppliers, relationship with regulators and share prices. These are all the impacts 

that were mentioned in their survey upon the activity of economic crime. 

The Malaysian government has an annual auditor general's report, which is an audit that is carried out on all 

government ministries, statutory bodies, and government-linked assets. Auditor general's report is produced in terms of 

compliance and adherence of these assets towards laws and regulations, circumstances or parts of the government that 

can lead to inefficiency, as well as giving opinions toward prepared financial statements to be in accordance to financial 
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and accounting standards. The report is subjected to the Malaysian Federal constitution act 1957, where the auditor 

general is required to submit his reports to the Malaysian King before the reports are tabled in Malaysia’s House of 

Representatives. Audit Act 1957 empowers auditors to conduct a financial audit on these ministries and government 

bodies, as well as including other matters related to the deliverance of auditor general's report. The scope of auditor-

general is placed towards performing audits on financial performance, physical performance, project performance, and 

service performance of the government. This is done by performing audits towards ministries, also performance audit and 

attestation audits. The explanation of the purpose for auditor general's report is on the linkage that it has towards fraud. 

The importance of their findings of inefficiency and misappropriation within government assets helps in terms of 

identifying possible fraud occurring in the government sector. As such, auditor-general's report indirectly becomes a tool 

towards fraud identification. Fraud prevention can be made through compliance audits, to identify whether or not 

government standard procedures are being properly adhered. The following are some examples from the auditor general's 

report that is related to fraud activities occurring in the Malaysian public sector. The auditor general's report in 2010 had 

identified some weaknesses in terms of Malaysian government efforts in identifying fraud cases. For instance, in a case 

of fund misappropriation, the marine parks department purchased marine binoculars for RM56,350, which is 2805 per 

cent higher than then normal market price of RM1,940; the LCD television and DVD players for RM16,100 which is 638 

per cent higher than the market price of RM 2,182; as well as laptops and printers for RM11,845, which is 246 per cent 

higher than the market price of RM3428 (TheBorneoPost, 2011). In addition to that, the state agency Majlis Amanah 

Rakyat (MARA) had purchased an oven for RM1,200 with a market price of RM419; folding beds for RM500 with a 

market price of RM100; blenders at RM140 of which the market price is RM 60; as well as other examples of purchasing 

above the normal market price. This is indeed fraud occurring within the government sector, where officials were 

engaging with procurement frauds. Abuse of position or power towards procurement and opportunities arising within 

procedures are somewhat factors that lead to these economic crimes. It can, therefore, be summarised that the current 

perspective on most Malaysian organisations fails to carry out proper enforcement of their internal control systems, which 

would influence the effectiveness of organisations in maintaining control. The mentioned cases involving abuse of control 

system within government organisations are potential indicators that Malaysia might have a weak internal control system, 

a control environment and control processes can be manipulated for personal benefits through the issuance of tenders, 

permits, misappropriation of funds and many others. Prior study on the Malaysian public sector had shown that due to 

some areas of the public sector having least practices in fraud control, the level of fraud corruption remains high (Khalid 

& Said, 2016) 

Fraud Prevention 

Over the years, there have been quite a number of methods to prevent and detect fraud in organisations. The common 

method of fraud detection is through common audits, where auditors are able to detect irregularities along with financial 

statements or financial reports (Gullkvist & Jokipii, 2013). Red flags in financial statements can be found through 

manipulations of revenue, misrepresentation of expenses or usage of cookie jar accounting in order to manipulate growth 

and stability (Erickson, Hanlon, & Maydew, 2004; Ruankaew, 2013). Although detection is usually enforced after a fraud 

has occurred, it is always prudent to prevent fraud from occurring again in the same organisation. This can be done with 

thorough implementations of a good internal control system which can prevent fraud from occurring in the future. 

Despite the positive outlook, there are views mentioning that internal control is not an effective tool for organisations, 

as they have a late reaction and requires time to proceed and adapt with changes (Jensen, 1993). Internal control is indeed 

not a proactive tool that can be changed upon detection of mishaps. The lack of effectiveness of internal control is due to 

the cost of control towards fraud prevention being perceived to exceed the benefits (Dorminey, Scott Fleming, Kranacher, 

& Riley, 2012). This budget constraint makes organisations select and chooses controls that can provide the best benefits 

for them. The more control that an organisation has, the less will be deviant incidence occurring within the organisation 

(Hollinger & Clark, 1983). 

The use of internal control as a deterrent to actions of fraud is related to opportunities that perpetrators might have. 

Research concerning internal control had always investigated on effects and weaknesses of internal control towards 

opportunities for fraud to occur in an organisation (Evans, 1978; Lokanan, 2015; Norby & Stringer, 1978; Power, 2013; 

Weili & Sarah, 2005). From previous literature, there were arguments that although internal control is strong, fraud will 

always occur as perpetrator will try to find other opportunities to commit fraud (Jack et al., 2010; Lokanan, 2015). There 

will be situations whereby internal control is not possible to be enforced, as there are coorperations between people 

committing the act of fraud (Ashforth & Anand, 2003; Free et al., 2007). The case of Enron had shown that even the 

auditor can collude with insiders of an organisation, becoming are the perpetrators who fraudulently reported their 

financial statements, triggering to the collapse of investor confidence towards the company.  

It was also argued that when one of the five components of internal control is not present or not functioning, there 

will be a deficiency to the entire system (COSO, 2013). The term deficiency comes about when there are shortcomings 

in some components of internal control that can adversely affect an organisation to obtain their objectives. When one of 

the components is incomplete, the organisation will not be able to process an effective internal control. Some of the areas 

that might not be present in the internal control mechanism include situations such as negative decisions of the 

organisation, whereby the results might lead to the failure of intended objectives. Studies on the effect of internal control 

deficiencies commonly associate internal control problems with their equity. The more equity that an organisation has, 

the higher will be its level of internal control, subsequently lowering the level of its deficiency (Petrovits, Shakespeare, 
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& Shih, 2011). The study of Petrovits, Shakespeare and Shih were more focused towards non-profit organisations, which 

showed that internal control is correlated with organisations size and growth, in addition to the equity that they have. 

The overall framework had stated certain situations or control activities that may lead to the failure of internal control. 

These factors include items such as judgement, breakdown, management override and collusion. Some of these factors 

can lead to the failure of organisational objectives (COSO, 2012). Judgement factors occur when there are human 

elements involved in decision making towards the organisation. This is where an individual makes decisions based on the 

information he has or while being under pressure by the organisation. The results of such a decision may vary, as they 

can prove to be beneficial or lead to a non-desirable result. The breakdown factor occurs when there is a 

miscommunication on decisions or judgements made in the organisation. This miscommunication may arise in the form 

of misunderstood instructions or carelessness of the persons involved. Management override occurs when the ruling 

management decides to change or alter policies or procedures to suit their own interest (Tipgos, 2002). These can be in 

the form of changing processes or issuing orders that will have significant effects on organisational objectives. 

Management override can be for purposes of personal gain or even to obtain or show better results that will benefit certain 

individuals. The last factor that was discussed is collusion, which is a paramount element in failures of internal control. 

This can be due to control failures. When people or groups of people collude to conceal their actions from detections, the 

internal control system may not be able to detect the altercation. When there is collusion, it will be difficult for the internal 

control system to detect any omission of the process that has occurred. That is why organisations are very concerned if 

there are collusions and cooperation between employees as a factor of controlling fraud in their internal control systems 

that would result in loss of assets.  

The United States, via its Government Accountability Office (GAO), had issued the Standards for Internal Control in 

the Federal Government, or more publicly known as the Green Book (Government Accountability Office, 2014). This 

sets the standards for effective internal control in federal agencies. The standards basically use these approaches towards 

internal control, identifying objectives, designing controls, making sure that controls are appropriately in place, and finally 

achieving objectives. The Green Book had utilised COSO Framework components in their standards of internal control, 

using the given components and underlying principals in each of these standards. 

DISCUSSION AND RECOMMENDATION 

The issue of addressing the matters of corruption is through two viewpoints. These viewpoints are in terms of engaging 

the matter in the public sector and the private sector. The public sectors have different values and objectives as compared 

to the private sector. Their motivations to work and rewards are different as compared to the private sector. The public 

sector may have more job security and pension funds. While the private sector has more monetary rewards which may be 

higher than normal values that can be through bonuses and incentives. This approach and clear differentiation in values 

in order to provide an effective recommendation to address the issues of corruption. 

It is recommended to observe countries that have high levels of CPI index. These countries are successful in deterring 

the actions of corruption. The public sector in high CPI index countries such as New Zealand appoints ombudsman that 

is responsible for the appointments of public sector employees (Quah, 2017). The policies of these countries such as 

Singapore, Hong Kong and New Zealand have strong policies that improve their effectiveness in combatting corruption. 

The punishments in the public sector should be strict in order to prevent people from conduction corruptive behaviours. 

Heavy capital punishment to people that carry out acts of corruption helps remind society and enable them to learn that 

such behaviour has great risks (OECD, 2017).  

The private sector observation shows that employees are the main actors of corruptive behaviours. Through having 

the right type rewards for the employees would help enable deter these acts of corruption (Mohamed, 2013). This past 

study had indicated that rewarding honest behaviours help deter such acts of corruption. The workers are also rewards 

handsomely when they perform well above their targeted performance. 

The leaders in private organisations should not be left out in the overall improvement process. The literature discussion 

earlier had shown that leadership as the most catalyst for acts of corruption. Proper ethical training or education is 

important in order for them to set a good example to their employees. Prior studies had shown that ethical leaders influence 

organisational behaviour to good or bad (Paine, 1994). Managers or leaders who had failed to show a good example are 

more prone to unethical behaviours. 

 

Table 4: Summary of recommendations 

Sector Method Recommendations 

Public Policy 
Emulating successful countries that have effective anti-corruption strategies 

Heavier capital punishment for acts of corruption 

Private 
Motivations Rewards that prevent acts of corruption 

Training Train leaders to be more ethical 
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CONCLUSION 

The overall development of fraud illustrated that it may occur in many types of form and factors. It is also very diverse 

on whether the actions are done individually or as a whole organisation. Individual factors are mostly explained by the 

fraud triangle theory, where personal motivations are often their common factors in committing these actions of fraud 

(Davis & Pesch, 2013; Free, 2015; Free et al., 2007; Spira & Page, 2003; Van Akkeren & Buckby, 2015). Highlighted 

international cases showcased leadership as a common factor that leads toward these actions of fraud (Engelbrecht, Heine, 

& Mahembe, 2017). 

Theoretical models of fraud theories showed a number of different approaches in terms of fraud theories. It is not 

limited to only fraud triangle which was developed by Donald Cressey (Cressey, 1953, 1973), further, development had 

also included other dimensions, such as capabilities (Wolfe & Hermanson, 2004), also competence and arrogance 

(Horwarth, 2014). This showed that these dimensions are open for discussion and are always dynamic in terms of 

approaches. 

All in all, further development towards fraud factor, especially in terms of other approaches can be proposed in order 

to have a better understanding of fraud behaviour. Through a greater understanding of fraud, methods of prevention can 

also be further developed to improve organisation efficiency. 
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