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RESEARCH ARTICLE 

Machine learning technique for online fake news detection 
Nur Khairunnisa Kamaruddin*, Mohd Faizal Ab Razak, Ahmad Firdaus Zainal Abidin, Salwana Mohamad@Asmara, Anishah 

Muhammad Syafiq     

Faculty of Computing, Universiti Malaysia Pahang Al-Sultan Abdullah, 26600 Pekan, Pahang, Malaysia 

ABSTRACT – The Internet has become a fundamental part of our daily lives, influencing social, 
political, and other domains. In the modern era, social media has emerged as a powerful tool for 
individuals and organizations globally. While social media offers significant benefits, such as the 
ability to disseminate news globally, it also poses the risk of spreading false information. Fake news 
can be particularly harmful as it spreads rapidly and without limits, potentially triggering political 
disagreements, harming mental health, and impacting the economy. This research delves into the 
phenomenon of fake news in detail, proposing detecting fake news through machine learning 
techniques. Eminie Bozkus provided a dataset for the training and testing processes. This research 
aims to evaluate various algorithms' accuracy and compare their effectiveness in detecting fake 
news. 
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1. INTRODUCTION 

Social media has completely changed how we interact, share information, and have conversations with one another in 

the 21st century. It encompasses diverse digital tools designed to facilitate networking, sharing, and social interaction. 

Hence, social media growth encompasses websites such as Facebook, Twitter, Instagram, Pinterest, TikTok, and the like. 

This platform can help individuals and organizations grow their circles of influence, share their ideas, and spread 

information to a global audience. In today's digital era, social media platforms are useful in the global dissemination of 

information, including those related to the world economy, education, politics, current news, and the like. The emergence 

of social media has made the way for information to be shared, used, and spread in the current day with greater velocity 

than ever before. Information dissemination offers numerous advantages, including the capacity to elevate public 

consciousness of the importance of knowledge; nevertheless, it also presents the risk of disseminating inaccurate 

information. These platforms may be exploited to spread false information to malicious ends, such as inciting hatred 

based on extremist ideologies, influencing public opinion for political purposes, and forming biased opinions to win 

elections or financial gain (Hamed et al., 2023). The problem of fake news on social media can affect politics and 

democracy by representing significant risks that vary and undermine the trust of everyone in media sources. This may 

cause people to use slanderous or abusive language, place blame on certain individuals, and start racial arguments on 

social media. 

Furthermore, the dissemination of misinformation can harm mental health because people are prone to panicking and 

making assumptions based on what they know, which brings them in danger of harm. In April 2020, over 4,000 fake news 

articles circulated, including misinformation regarding the COVID-19 pandemic, increasing fear among the panic-

stricken public (Hamed et al., 2023). Fake news propagation can potentially cause the global economy's collapse. 

Consequently, economic impacts may have a detrimental effect on consumers and business communities. They also can 

potentially increase the risk of monetary challenges and fraudulent business syndicates. Another example is a fake tweet 

from Eli Lilly, which promised free insulin on November 10, 2022. The pharmaceutical multinational denied the news, 

but by the next day, shares plunged by approximately $22 billion (Arcuri et al., 2023). Hence, a machine-learning 

approach is used to analyze or detect fake news. Jain and Kasbe conducted a study evaluating the accuracy of various 

machine learning algorithms for making predictions (Gupta et al., 2023). In this study, the tool used to generate the data 

was Phyton. Governments and regulatory agencies must establish and enforce policies that reduce the dissemination of 

fabrication. Establishing specific guidelines on what defines fake news and the penalties for spreading it requires 

collaboration between social media organizations 

2. LITERATURE REVIEW 

Types of fake news 

i) Manipulated Content: Edited images, videos, or audio (e.g., deepfakes) designed to deceive and mislead audiences. 

ii) Misleading Content: Twisted or incomplete information presented as sensational headlines, often used to incite 

conflict or spread propaganda. 
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iii) Fabricated Content: Completely false information created to confuse or harm, often designed to appear credible and 

attract curiosity. 

iv) Satire/Parody: Fictional stories are shared humorously but sometimes mistaken as factual, often criticizing 

politicians, celebrities, or society. 

v) False Connection: Headlines, images, or backgrounds that do not match the actual content, leading to 

misinterpretation. 

vi) False Context: Accurate facts with misleading background details distort the overall meaning. 

vii) Imposter Content: Fake websites or profiles that mimic legitimate news sources to spread false or misleading 

information. 

There are several methods for proposing a system that can accurately detect online fake news.  

Table 1 summarizes research related to fake news detection, demonstrating the effectiveness of various machine-

learning techniques and models. Jose et al. (2021) utilized Logistic Regression and Bi-directional LSTM RNNs, achieving 

accuracy of 90.37 and 93.46%, respectively, by leveraging the natural language processing (NLP) technique. Kai Xuan 

et al. (2023) achieved remarkable accuracy rates with decision trees (DTs) (99.9%), support machine vectors (SVM) 

(99.6%), and Naïve Bayes (95.9%). Sharma and Garg (2021) explored multiple models, with SVM reaching 91% 

accuracy. Matheven and Kumar (2022) introduced a hybrid deep learning and NLP approach, achieving at least 90% 

accuracy with LSTM networks. Krishna and Adimoolam (2022) found DTs to be highly effective, with an accuracy of 

97.67% and precision of 94.60%, whereas SVM had 91.74% accuracy and 90.12% precision. These studies collectively 

highlight the significance of combining advanced machine-learning models with NLP techniques to enhance the accuracy 

and reliability of fake news detection systems. 

The implications of exploring misinformation involve intricate moral dilemmas about the objectivity of the research 

methodology, consequences, and responsibilities of the researcher. Maintaining integrity requires accurate examination, 

openness to methodology and conflicts of interest, and solid, objective procedures. Public trust is a major concern because 

research results can affect public confidence in the media; therefore, responsible communication is necessary to avoid 

fear or mistrust. The influence on policymaking, preventing stigmatization, safeguarding data privacy, and obtaining 

informed permission are additional ethical factors to consider. Researchers must balance safeguarding free expression 

and preventing disinformation, maintaining political objectivity, and interacting with various stakeholders. Ethics 

committees should assess proposals and using artificial intelligence (AI) and machine intelligence responsibly is crucial. 

Sustaining integrity and participating in a responsible conversation about fake news requires ongoing ethical thought and 

compliance with publication restrictions. 

3. METHODOLOGY 

A detailed discussion of the methodology, encompassing multiple techniques and approaches, is provided in Figure 1 

to identify and assess fake news. The synthesis of fake news may involve many forms, such as text, photos, audio, and 

video, all of which can be identified using the suggested techniques and approaches. To identify fake news, this research 

project went through various phases. 

 

Figure 1. Framework of fake news  
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Table 1. Comparison of fake news detection 

Element Previous Work 1 Previous Work 2 Previous Work 3 Previous Work 4 Previous Work 5 

References (Jose et al., 2021) (Kai Xuan et al., 2023) (Sharma & Garg, 2021) (Matheven & Kumar, 2022) (Krishna & Adimoolam, 2022) 

Aim Focuses on detecting false 

connections and fabricated 

content. 

Investigate using social media 

data to identify fake news about 

the COVID-19 pandemic. 

Identifying fake news based on 

headlines Hindi  

Study the effectiveness of a deep 

learning model combined with 

an NLP model in identifying 

fake news. 

Present an insight into the 

classification of news articles in 

the modern community, as well 

as the various content types of 

news articles and their impact on 

readers. 

Problem Identifying relevant features that 

distinguish fake news from real 

news makes fake news detection 

a challenging problem.  

To detect the COVID-19 fake 

news. 

The challenge is to design a real-

time tool to detect fake news. 

Research the practicality of 

developing an algorithm to 

identify and detect fake news 

accurately and efficiently.  

The comparison of decision tree 

with the support vector machine 

(SVM) 

Technique Using the National Language 

Processing (NLP) technique 

based on Google News API and 

the tweet given to the machine 

learning model for classification. 

NLP and the SVM. SVM, Gaussian Na¨ıve Bayes, 

K-neighbors, Random Forest, 

Decision Tree. 

NLP techniques. Decision tree (DT) algorithm 

and SVM algorithm 

Accuracy LSTM to reach an accuracy of 

93.46%. 

DT achieves the highest 

accuracy of 99.9%, SVM has 

99.6% accuracy, and Na¨ıve 

Bayes has an accuracy of 95.9% 

SVM is 91%. LSTM 

is 90% accurate. 

The DT method has 97.67% 

accuracy, and the SVM method 

has 91.74% accuracy. 
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3.1 Research Framework 

Developing algorithms using machine learning to detect fake news requires collecting raw data from various social 

media sources, known as the data collection process. NLP techniques, such as tokenization and stopword removal, are 

used in preprocessing to clean and prepare data for analysis. By reducing the number of features while maintaining 

important data, dimensionality reduction improves the computational efficiency. Several machine learning techniques are 

used: DTs use a tree-structured prediction model to identify fake news by making decisions based on feature values, SVM 

build an optimal hyperplane to classify data, and Naïve Bayes classifiers use probabilistic learning for text classification. 

3.2 Project Requirement    

The research on fake news detection utilizes Eminie Bozkus's dataset and employs three top classifiers: Naïve Bayes, 

SVM, and DT. The process involved data collection, preprocessing, feature extraction, dataset division, and model 

evaluation. Key constraints include lengthy data filtering and increased training time with larger datasets owing to the 

computational demands of the SVM. A case study highlighted the pervasive issue of fake news spread via social and 

traditional media, which can harm individuals and organizations. This study compares the accuracy of the three classifiers 

to identify the most effective model for detecting fake news on social media platforms, ultimately selecting the best-

performing algorithm. 

Based on Figure 2, this research involves extracting data from a fake news dataset to train, test, and evaluate machine 

learning models for fake news detection. Data preprocessing includes cleaning, organizing, and transforming raw text by 

removing duplicates, non-alphabetic characters, and stop words, followed by tokenization. Term Frequency-Inverse 

Document Frequency (TF-IDF) numerically represents word significance in documents. The dataset is split into training 

and testing sets for building and evaluating the Naïve Bayes, SVM, and DT models. This process ensures that the models 

can make accurate predictions of new data by preventing overfitting and comparing the accuracy of each classifier. 

 

Figure 1. Research framework 

3.3 Data Design 

The data used for this research were provided by Eminie Bozkus, which are real and fake news, and the dataset was 

split into two: real and fake news. The fake news dataset comprised 23446 news, and the real news dataset contained 

21417 news from the propagating fake news issue. This dataset was combined into one dataset, and the total dataset was 

44863.  
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3.4 Implementation 

The research began with data extraction from a fake news dataset, followed by data preprocessing to clean and 

transform the raw text. This included removing duplicates, non-alphabetic characters, stopwords, converting text to 

lowercase, tokenizing, and lemmatizing words. The data were divided into training and testing sets. TF-IDF was used to 

represent word significance numerically. The analysis included visualizing word frequencies and creating word clouds to 

highlight key topics in fake news. Dimensionality reduction compressed data while retaining essential information, 

improving computational efficiency and model generalization. The dataset, containing titles, texts, subjects, and fake 

news labels, was analyzed for biases and imbalances. The resulting TF-IDF matrices were used to train Naïve Bayes, 

SVM, and DT models, with each algorithm's accuracy compared to determine the best model for detecting fake news. 

4. RESULTS AND DISCUSSION 

The results from the three machine learning classifiers, SVM, Naïve Bayes, and DT, are presented below. The outcome 

consisted of five parameters: accuracy, precision, recall, f1-score, and support. 

Table 2. Result accuracy 

Classifier Accuracy (%) Precision Recall F1-Score Support 

Support Vector Machine 99.42 1.00 99.0 99.0 7041 

Naïve Bayes 76.4 73.0 86.0 79.0 514 

Decision Tree 94.00 94.0 94.0 94.0 4729 

Regarding the accuracy of the results in Table 2, the SVM achieved the highest accuracy of 99.42% compared to the DT, 

which was 94.00% in identifying fake news. According to observations of the accuracy of the outcome classifiers, the 

SVM is more effective than the Naïve Bayes and DT in detecting fake news. Furthermore, it indicates that the efficacy of 

fake news detection depends on feature selection. However, the precision rate can affect the classifier's ability to produce 

significant and accurate results. 

The ratio of true positives to the total number of true positives and false positives is used to determine the precision, 

which is a measure of the accuracy of the positive predictions. A high precision means the classifier predicts positive 

cases with low error rates. Called the ratio of true positives to the total of true positives and false negatives, recall, also 

called sensitivity, evaluates the classifier's capacity to detect all positive instances. A high recall rate indicates that the 

majority of real positive examples are correctly captured by the classifier. The F1-score, particularly helpful in situations 

with an unequal class distribution, is the harmonic mean of the precision and recall. This single statistic balances these 

two values. A high F1 score suggests that recall and precision are well-balanced. By displaying the dataset's distribution, 

support which is the number of real occurrences in each class provides context for the other metrics. When combined, 

these indicators provide a thorough understanding of the performance of a classifier.  

3.5 Model Evaluation 

Model evaluation of the process to assess the performance and effectiveness of SVM, Naïve Bayes, and DT for 

classifying online fake news data. 

Precision 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
𝑡𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑡𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 + 𝑓𝑎𝑙𝑠𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠
 

Recall 

𝑅𝑒𝑐𝑎𝑙𝑙 =  
𝑡𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑡𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 + 𝑓𝑎𝑙𝑠𝑒 𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠
 

F1-Score Formula 

𝐹1 = 2.  
𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 . 𝑟𝑒𝑐𝑎𝑙𝑙

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑟𝑒𝑐𝑎𝑙𝑙
 

These metrics allow analysts to evaluate predictions for completeness and accuracy, comprehend the effects of class 

imbalances, and determine how effectively a model generalizes to actual data. 

5. CONCLUSIONS 

The conclusion of fake news research presented an understanding of machine learning techniques for online fake 

news. The dataset utilized in this research comprised several fake news articles that have been collected and features 

selected to detect fake news. Machine learning algorithms were implemented on the model and the accuracy of classifiers, 

such as SVM, naïve Bayes, and DT. From this approach, the best outcome for each machine learning method was that 

SVM obtained 99.42%. Hence, the SVM is the most recommended algorithm for fake news detection in this study. 
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