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Abstract - Rapid IoT device proliferation creates critical security vulnerabilities often 

missed by conventional methods. This vital research evaluates seven machine learning 

models (Random Forest, Gradient Boosting, Neural Networks, kNN, SVM, Decision Tree, 

and Naive Bayes) for robust IoT anomaly detection using comprehensive ToN-IoT and 

BoT-IoT datasets. Random Forest and Gradient Boosting significantly advanced IoT 

security, demonstrating superior, often perfect, performance on key metrics like AUC, 

accuracy, and F1. Neural Networks also excelled. SVM and kNN achieved high accuracy 

but showed varied sensitivity to rare attacks. Naive Bayes struggled with data complexity, 

while the Decision Tree's operational failure on one dataset stressed the need for careful 

validation. This study underscores machine learning's potential to enhance IoT resilience. 

Performance variations and challenges such as class imbalance necessitate tailored 

solutions. These findings establish a foundation for future work in ensemble methods, 

explainable AI (XAI), feature engineering, and strategies for managing large-scale 

imbalanced data to fortify IoT security. 
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1. Introduction 

The rapid expansion of the Internet of Things (IoT) has transformed multiple industries, including healthcare, agriculture, 

and manufacturing, by enabling uninterrupted connectivity among billions of devices. However, this increased 

interconnectedness introduces important safety shortcomings, making IoT systems prime targets for attackers [1]. The 

reliance upon conventional anomaly detection methods, which generally utilise mathematical and rule-based approaches, 

has proven inadequate in tackling new risks and the dynamic nature of IoT settings. The current solutions fail to 

sufficiently address the complexities and breadth of contemporary IoT ecosystems, leading to potential security 

vulnerabilities and increased risks for consumers [2]. 

Anomaly detection is critical for safeguarding IoT systems, as it helps identify harmful activities and system 

malfunctions [3]. Yet, existing techniques often falter under the weight of diverse and voluminous data generated by 

interconnected devices. Traditional approaches to anomaly detection are not only limited in their ability to recognize new, 

unknown threats but also face challenges related to integration with heterogeneous IoT infrastructures. This includes 

difficulties in deploying signature-based intrusion detection systems that are ill-equipped to handle the rapid evolution of 

attack vectors [4]. Mitigating cyber anomalies in IoT environments is a critical step in maintaining system resilience and 

ensuring uninterrupted device operation. Once anomalies are detected, machine learning techniques can be employed to 

intelligently respond to threats through real-time decision-making and automated defence mechanisms [5]. These may 

include isolating compromised nodes, adjusting access controls, or triggering alerts for further investigation. Unlike 

traditional rule-based methods, machine learning models can adapt to evolving attack patterns and continuously learn 

from new data, making them ideal for dynamic IoT ecosystems.  

Considering these challenges, machine learning (ML) has emerged as a promising alternative for anomaly detection 

in IoT networks. ML techniques can analyse vast amounts of data, uncover complex patterns, and continuously adapt to 

changing conditions. However, the application of ML in IoT security is not without its own set of hurdles. Current 

implementations struggle with issues such as data segmentation, high network costs, and the resource constraints of many 

IoT devices [6]. Furthermore, existing algorithms often fail to identify critical data characteristics, leading to missed or 

misinterpreted anomalies [7]. Despite the advancements in ML algorithms, particularly deep learning and federated 

learning, significant gaps remain in ensuring effective anomaly detection in IoT environments [8]. The increasing volume 

and variability of data challenge detection systems, making it challenging to discern between normal and anomalous 

behaviour. Additionally, the adaptive nature of cyber threats necessitates continuous updates and improvements to 

detection systems, further complicating the security landscape [9]. 

This study undertakes an in-depth analysis and comparison of seven supervised machine learning algorithms for 

anomaly detection within Internet of Things (IoT) networks, aiming to address urgent security concerns. The research 

evaluates the performance of Random Forest, k-Nearest Neighbors (kNN), Support Vector Machine (SVM), Naive Bayes, 

Decision Tree, Neural Networks, and Gradient Boosting (XGBoost). Utilizing established datasets such as ToN-IoT and 

BoT-IoT, the objective is to assess these algorithms using various performance indicators, including accuracy, precision, 

recall, F1-score, and the Receiver Operating Characteristic (ROC) curve, to identify algorithms best suited for specific 

IoT security requirements. This paper, therefore, presents a comprehensive comparative analysis of these seven machine 

learning algorithms, focusing on their efficacy in detecting anomalies in IoT settings. Beyond evaluating detection 



Ahmed et al. │ International Journal of Software Engineering and Computer Systems │ Volume 11, Issue 1 (2025) 

journal.ump.edu.my/ijsecs                                             60 

capabilities, the study also considers how these models can support mitigation strategies to reduce the impact of cyber 

threats. By employing two widely recognized and diverse datasets (ToN-IoT and BoT-IoT), the research provides 

empirical insights into the strengths and limitations of each model. This leads to practical recommendations for selecting 

appropriate algorithms, particularly for resource-constrained IoT deployments. Furthermore, the work addresses 

challenges such as class imbalance and underscores the need for advanced techniques to improve the detection of 

infrequent attack types. As IoT adoption grows, the necessity for intelligent, adaptable, and efficient security solutions 

becomes paramount. This study offers a timely contribution, laying the groundwork for future advancements in areas like 

model efficiency, ensemble learning, and explainable artificial intelligence. 

The subsequent sections outline the organisational structure of the remaining portions of this document: The initial 

section presents an overview of the subject matter. Section 2 contains a survey of related works on the topic. Section 3 

summarises the methodology employed in the study. Section 4 provides a description of the performance evaluation 

metrics that were utilised. Section 5 presents the findings and analyses the implications of these findings. Section 6 

concludes the paper and offers recommendations for future opportunities. 

2. Related Work 

Identifying anomalies in computer systems and networks is essential for ensuring security, especially in the fast-changing 

environment of the IoT. Numerous machine learning methodologies have been developed to improve the accuracy and 

effectiveness of anomaly detection, with research demonstrating notable enhancements in detection capabilities [10]. 

Nevertheless, although numerous approaches have been formulated, they often demonstrate significant strengths and 

weaknesses that necessitate thorough analysis [11].  

Recent advancements in machine learning for anomaly detection have incorporated generative models and neural 

networks, thereby converting this challenge into a supervised learning task. The Double Adversarial Activation Anomaly 

Detection (DA3D) technique employs adversarial autoencoders to produce synthetic threats, demonstrating potential in 

enhancing the detection of unknown security threats [12]. This method indicates advancement; however, its dependence 

on synthetic data may restrict its effectiveness in practical applications, where data distributions can differ considerably. 

Autoencoders have demonstrated efficacy in high-performance computing and financial transactions, whereas federated 

learning methodologies have been utilised to uphold security and privacy [13]. While these methods improve data 

protection, they may introduce complexities during implementation and might not be appropriate for all IoT environments, 

particularly those with constrained computational resources.  

Multiple studies have effectively integrated investigative methodologies, including the framework established by 

Novoa-Paradela et al. [14], which provides a distributed online anomaly detection system using machine learning. The 

effectiveness of hybrid models is contingent upon specific contexts and data characteristics, which raises questions 

regarding their generalisability. For instance, Nath et al. [15] developed a hybrid model combining Naive Bayes and 

SVM. However, its performance is subject to variation depending on the dataset utilised, which may restrict its 

effectiveness in various IoT applications. 

The Out-of-Bag anomaly detection strategy exhibits enhanced preprocessing accuracy, especially when applied to 

multidimensional datasets. Its effectiveness is often contingent upon the context, with performance potentially decreasing 

in high-dimensional feature spaces. Deep learning techniques, including VGG16 and ResNet, have demonstrated 

enhancements in anomaly detection via data fusion strategies. However, these approaches can be computationally 

demanding and often necessitate significant quantities of labelled data for effective training [7]. 

Investigations into Denial of Service (DoS) attacks in IoT environments have underscored the effectiveness of 

machine learning models in tackling network-related cybersecurity issues [16]. Research on botnet detection within IoT 

networks indicates improved F-measures; however, it frequently emphasises particular attack vectors while overlooking 

a wider spectrum of possible threats [17]. The limited scope may result in deficiencies in the detection capabilities for 

various categories of cyberattacks. 

Feature selection methodologies have been developed to improve the performance of anomaly detection. Abbasi et al. 

[18] demonstrated significant classification accuracy through the application of Logistic Regression (LR) and Artificial 

Neural Networks (ANN). Reliance on specific features can introduce biases and may not comprehensively represent the 

complex nature of anomalies in IoT environments. The integration of federated learning architectures shows potential for 

aggregating similar communication patterns; however, it is still in the early stages of development and necessitates 

additional validation [13]. 

The integration of blockchain technology within machine learning frameworks has been suggested as a means to 

ensure secure data transmission in IoT applications. However, these solutions frequently encounter scalability issues, 

especially in extensive deployments, which may impede their practical implementation. Existing surveys offer valuable 

insights into intrusion detection systems (IDS) in IoT; however, they frequently do not include thorough critical analyses 

of the methodologies utilised. A recent study presented a taxonomy for Intrusion Detection Systems (IDS) in the IoT, 

classifying systems according to their deployment strategies and detection techniques [19]. These categorisations do not 

comprehensively address the nuances of performance trade-offs and the contextual limitations that are inherent in various 

detection approaches. 

This study seeks to address existing gaps by conducting a systematic evaluation and comparison of supervised machine 

learning, specifically for anomaly detection within IoT networks. We will conduct a thorough evaluation of algorithm 

performance using established datasets, including ToN-IoT and BoT-IoT. The algorithms under assessment will include 

Random Forest, k-Nearest Neighbours (kNN), Support Vector Machine (SVM), Naive Bayes, and Decision Tree. This 
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study will compare the effectiveness of various methods using metrics such as accuracy, precision, recall, and F1-score. 

Additionally, it will provide a critical analysis of their strengths and weaknesses in relation to IoT security challenges. 

This examination aims to deliver insights and recommendations for the selection of suitable algorithms tailored to specific 

IoT applications, thereby contributing to the advancement of more robust and intelligent security solutions. 

Table 1 presents a compilation of various studies that concentrate on the detection of anomalies in IoT through the 

application of diverse machine learning methodologies. Each entry contains a reference, a concise description of the 

study's main concept, the algorithms employed, and the results achieved. This summary facilitates comparison and 

highlights advancements in the field of anomaly detection. 

Table 1. Summary of anomaly detection studies 

Ref. Main Idea Algorithm Outcome Critical Evaluation 

[4] Introduced federated 

learning with unsupervised 

device clustering. 

Clustered FL Grouped devices with 

similar patterns, enhancing 

anomaly detection 

performance. 

The approach focuses on 

improving clustering, but its 

impact on overall detection 

accuracy and deployment in 

real-world IoT systems needs 

further validation. 

[7] Examined data fusion 

techniques for improving 

anomaly detection. 

VGG16, 

Inception, 

Xception, 

ResNet 

Compared fusion techniques 

to simpler approaches for 

IoT data anomaly detection. 

Data fusion models can be 

computationally expensive, 

making them impractical for 

resource-constrained IoT 

devices. 

[9] Enhanced DNN 

performance by 

incorporating additional IoT 

traffic scenarios. 

Deep learning 

technique and 

SBMO 

Validation accuracy reached 

0.9989 at epoch 73 during 

hyperparameter tuning. 

DNNs require high 

computational resources, 

making them unsuitable for 

low-resource IoT 

environments. 

[12] Presented an unsupervised 

anomaly detection method 

using adversarial 

autoencoders. 

DA3D DA3D surpassed current 

techniques, adapting well to 

various datasets. 

The approach’s reliance on 

unsupervised learning may 

hinder its ability to detect 

highly specific or novel attack 

types. 

[13] Applied federated learning 

to improve anomaly 

detection while preserving 

user privacy. 

Federated 

Learning (FL), 

Gated 

Recurrent 

Units (GRUs), 

Ensembler 

Component 

FL-based method 

outperformed traditional 

ML, enhancing privacy and 

detection accuracy. 

Federated learning is 

promising but adds 

significant complexity and 

communication overhead, 

limiting real-world 

deployment in IoT. 

[14] Developed ML algorithms 

for detecting botnet-driven 

attacks on IoT networks. 

LR, k-NN, and 

SVM 

F-measures reached 98.0%, 

99.0%, and 99.0%, 

demonstrating high 

accuracy. 

The approach doesn’t 

consider real-time detection 

or scalability for large IoT 

networks. 

[17] Advocated for ML 

techniques to detect 

cybercrime in IoT networks. 

BoT-IoT data 

and ML 

methods 

Successfully identified IoT 

network attacks, 

demonstrating ML’s value. 

The study did not analyse 

model robustness or its ability 

to generalize to unseen attack 

types. 

[18] Employed ANN and LR for 

feature extraction and 

classification. 

LR and ANN LR achieved the highest 

classification accuracy of 

99.98%, outperforming deep 

learning algorithms. 

While LR performed well, the 

generalizability of ANN 

models in IoT networks needs 

further exploration. 

[20] Developed a CNN-BLSTM 

model for network-based 

anomaly detection, 

optimizing accuracy 

through hyperparameter 

tuning. 

CNN and 

LSTM 

Achieved 98.27% accuracy 

on NSL-KDD and 99.87% 

on UNSW-NB15, 

outperforming other 

approaches. 

While the model 

demonstrated high accuracy, 

it lacks scalability and 

computational efficiency for 

real-time IoT applications. 

[21] Introduced modern ML 

methods with low false 

positive rates for IoT 

anomaly detection. 

SVM and RF SVM achieved 99.9% 

accuracy, Random Forest 

97.9%. 

The study did not explore the 

models’ performance on 

imbalanced datasets, which is 

critical in IoT environments. 
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3. Materials and Methods 

The methodology utilises a structured approach to facilitate effective data processing and model evaluation, starting with 

data acquisition to gather pertinent datasets. After collecting the data, the next step involves preprocessing to confirm it 

is clean and well-organised for analysis. This process comprises handling missing values and normalising the data. 

Following preprocessing, the dataset is divided into training and test subsets, enabling a thorough assessment of the 

model’s performance. A diverse set of machine learning models is subsequently chosen for training, encompassing Tree, 

Support Vector Machines (SVM), Random Forest (RF), k-Nearest Neighbours (kNN), and Naive Bayes. After selecting 

the model, these algorithms undergo training with the training dataset, and their performance is then evaluated using the 

test dataset. The effectiveness of each model is evaluated using performance metrics including accuracy, precision, recall, 

and F1-score. The selected models: SVM, k-Nearest Neighbours (kNN), Random Forest (RF), Naive Bayes (NB), and 

Decision Tree (DT), were chosen for their established efficacy in classification tasks, especially in managing imbalanced 

datasets and their capacity to separate unique patterns within the data. A thorough comparison of the data is performed to 

establish the ideal model based on the chosen metrics, guaranteeing that the process is systematic and leads to reliable 

results, as shown in Figure 1. 

3.1 Description 

This study utilises two extensive datasets, ToN-IoT and BoT-IoT, to assess the cybersecurity vulnerabilities inherent in 

the Internet of Things (IoT). A group identified as the Cyber Security Research Centre (CSRC) at the University of New 

South Wales (UNSW) has produced statistics that offer valuable insights into network traffic associated with IoT devices. 

The development of these statistics has been completed. The examination of a diverse range of IoT applications is crucial 

for understanding the interactions among devices and the associated risks.  

The ToN-IoT dataset consists of network traffic data collected from a diverse array of one hundred Internet of Things 

devices. The devices were obtained from diverse real-world environments, including industrial control systems, smart 

homes, and smart cities. This extensive dataset encompasses 1.2 terabytes of information and includes over 100 million 

links. The ToN-IoT collection encompasses sensor telemetry data derived from the Internet of Things (IoT) and the 

Industrial Internet of Things (IIoT). Furthermore, traffic data from the Windows 7 and 10 operating systems, along with 

Ubuntu versions 14.04 and 18.04, are included as described in [20].  

A particular subset of the ToN-IoT dataset, known as the BoT-IoT dataset, was created specifically for the 

investigation of botnet traffic. The collection, which totals 69 terabytes and over 72 million connections, includes network 

activity from ten different botnets, including Mirai, Hajime, and Bashlite. Five percent of the original dataset was 

extracted using MySQL queries for analytical optimization. The segment retrieved for our training and testing datasets 

consists of four files, each with a size of 0.78 gigabytes and containing approximately 3 million instances.  Traffic 

classifications, including ordinary traffic, denial of service (DoS), distributed denial of service (DDoS), and scanning 

operations, are precisely detailed in both datasets through careful annotation. Their classification makes them especially 

appropriate for the training and evaluation of machine learning models within the realm of Internet of Things security 

[26].  

Ref. Main Idea Algorithm Outcome Critical Evaluation 

[22] A deep learning 

autoencoder to detect 

anomalies in HPC systems 

Deep machine 

learning 

Their method demonstrates 

the ability to detect 

previously unseen 

anomalies with high 

accuracy, achieving values 

between 88% and 96%. 

Effectively detects unseen 

anomalies using 

autoencoders, but its 

performance heavily relies on 

accurate modelling of normal 

behavior and sufficient, clean 

training data. 

[23] Compared various ML 

techniques for anomaly 

detection in IoT traffic. 

SVM, Naive 

Bayes, LR, 

Boosting, RF, 

k-NN 

Algorithms detected issues 

effectively in IoT data, with 

strong performance across 

models. 

The study didn’t address class 

imbalance, which is prevalent 

in IoT datasets, affecting 

model reliability. 

[24] Leveraged Mutual 

Information and DNN for 

anomaly detection. 

MI and DNN Improved model accuracy 

by 0.57-2.6%, reducing the 

False Acceptance Rate by 

0.23-7.98%. 

The complexity of DNN 

models may limit their 

feasibility in resource-

constrained IoT devices. 

[25] Developed a framework 

combining blockchain with 

Zero Knowledge Proof for 

secure data transfer. 

DSAE and 

BiLSTM 

Achieved close to 99% 

accuracy in experiments. 

The blockchain-based 

solution introduces 

significant overhead, raising 

concerns about 

computational efficiency in 

IoT deployments. 
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Figure 1. General methodology 

3.2 System architecture  

The main objective of this system architecture is to evaluate the effectiveness of machine learning algorithms for IoT 

security using the Orange3 platform. The experimental framework uses two datasets, ToN-IoT and BoT-IoT, while 

Orange3 provides the machine learning environment for data preprocessing, model training, and performance evaluation. 

3.2.1 Datasets  

Machine learning techniques were evaluated on the ToN-IoT and BoT-IoT datasets. The chosen methodologies train and 

evaluate machine learning techniques using various parameters during the preparation of anomaly detection data. Data 

from ToN-IoT operating systems Windows 7 and 10 were analysed for comparison. Windows 7 encompasses 133 features 

related to regular operations, attacks, and attack types (DoS, DDoS). The Windows 10.csv file contains 125 properties, 

categorized as either normal or attack, along with the type of attack (DoS, DDoS). In the BoT-IoT dataset, 5% comprised 

the "10 best features" version, utilizing 2,934,817 records for training (80%) and 733,705 for testing (20%); [8] provided 

details regarding the BoT-IoT dataset.  

3.2.2 Machine Learning Algorithms 

   This subsection outlines the machine learning algorithms employed in our comparative analysis for IoT anomaly 

detection. These algorithms, ranging from probabilistic methods to intricate ensemble and neural network techniques, 

each provide a unique perspective on data modelling and classification. The following sections provide a concise overview 

of each method, highlighting their fundamental mathematical formulations: 

1) Decision Tree 

Decision trees split data into subsets based on feature values to predict target variables. They work by choosing splits that 

best separate the data, either by maximizing information gain for classification or minimizing mean squared error for 

regression. The process continues recursively until stopping criteria are met, such as minimum samples per node or 

maximum depth [27]. The optimal split at node  𝑚 is found by minimizing the weighted impurity as in Eq. (1): 

𝜃∗ = arg 𝑚𝑖𝑛
𝜃

  [
𝑛𝑚

𝑙𝑒𝑓𝑡

𝑛𝑚
𝐻(𝑄𝑚

𝑙𝑒𝑓𝑡
(𝜃)) +

𝑛𝑚
𝑟𝑖𝑔ℎ𝑡

𝑛𝑚
𝐻(𝑄𝑚

𝑟𝑖𝑔ℎ𝑡
(𝜃))]                                                              (1) 

Here, 𝐻 represents the impurity measure (e.g., Gini index, entropy, or mean squared error), and 𝑛𝑚is the number of 

samples at the node m. 
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2) Multilayer Perceptron (Neural Network) 

A multilayer perceptron (MLP) is a type of neural network that models complex relationships by passing inputs through 

layers of interconnected nodes. Each node applies a weighted sum followed by a nonlinear activation function. The model 

learns by adjusting weights to minimize prediction error, often using optimizers like Adam [28].  

Hidden layer activations as in Eqs. (2-3): 

ℎ = 𝑅𝑒𝐿𝑈(𝑊1𝑥 + 𝑏1)           (2) 

Output layer: 

𝑦 = 𝑔(𝑊2ℎ + 𝑏2)           (3) 

where ReLU is the activation function, $ g $ is the output activation, and 𝑊𝑖 , 𝑏𝑖are weights and biases.  

 

3) Support Vector Machine (SVM) 

SVMs classify data by finding the hyperplane that best separates classes with the largest margin. For non-linear data, 

kernels like the Radial Basis Function (RBF) map inputs into higher-dimensional spaces where separation is easier [29]. 

The RBF kernel function is in Eq. (4): 

𝐾(𝑥, 𝑥′) = exp(−𝛾‖𝑥 − 𝑥′‖2)                                           (4) 

where (𝛾)controls the kernel width. 

4) k-Nearest Neighbours (k-NN) 

The k-NN algorithm classifies a data point based on the majority label among its 𝑘 closest neighbours, measured by a 

distance metric such as Euclidean distance [30]. Euclidean distance between points 𝑝 and 𝑞 in Eq. (5) 

𝐷(𝑝, 𝑞) = √∑ (𝑝𝑖 − 𝑞𝑖)
2𝑛

𝑖=1             (5) 

5) Naive Bayes 

Naive Bayes is a probabilistic classifier that applies Bayes’ theorem assuming feature independence. It calculates the 

probability that a sample belongs to a class based on feature likelihoods [31] in Eq. (6). 

𝑃(𝑌 = 𝑦𝑘 ∣ 𝑋1, … , 𝑋𝑛) =
𝑃(𝑌=𝑦𝑘) ∏ 𝑃𝑛

𝑖=1 (𝑋𝑖∣𝑌=𝑦𝑘)

∑ 𝑃𝑗 (𝑌=𝑦𝑗) ∏ 𝑃𝑛
𝑖=1 (𝑋𝑖∣𝑌=𝑦𝑗)

        (6) 

6) Random Forest 

Random Forest combines multiple decision trees trained on different random subsets of data and features. Predictions are 

aggregated by averaging (regression) or majority vote (classification), improving accuracy and reducing overfitting [32] 

in Eq. (7). 

𝑦ˆ =
1

𝑀
∑ 𝑇𝑗(𝑥)𝑀

𝑗=1             (7) 

where 𝑇𝑗is the prediction from the 𝑗 -th tree. 

7) Gradient Boosting (XGBoost) 

XGBoost builds an ensemble of trees sequentially, where each new tree corrects errors made by the previous ensemble. 

It optimizes a regularized objective function to balance model fit and complexity [33], as in Eq. (8). 

𝑂𝑏𝑗(𝑡) = ∑ 𝑙(𝑦𝑖 , 𝑦ˆ𝑖
(𝑡−1)

+ 𝑓𝑡(𝑥𝑖)) + 𝛺(𝑓𝑡)𝑛
𝑖=1          (8) 

where 𝑙 is the loss function and 𝛺 is the regularization term. 

3.2.3 Implemented approach 

Orange is a compiler for object-oriented programming modules, utilizing the C++ object library. Free, open-source 

software is accessible to all users. The Orange widget offers a graphical user interface for data mining and machine 

learning. Orange obviates the necessity for proficiency in programming languages. Implementing the strategy in machine 

learning algorithms is straightforward. This study utilized a suite of thirteen distinct widgets to facilitate various stages 

of data analysis for evaluating machine learning models: 

1) File Widget: Streamlined data integration by enabling the loading of the ToN-IoT and BoT-IoT datasets. This widget 

processes input data and provides access to recent files for efficient workflow initiation. 

2) Distributions Widget: Offered visual insights into data characteristics by displaying value distributions for both 

discrete and continuous features. Users could condition these distributions based on a selected class variable, allowing 

for targeted exploratory analysis. 

3) Select Columns Widget: Provided precise control over the data domain by enabling manual selection of a feature 

subset. This widget allowed attributes to be designated as regular features, an optional class variable, or metadata, 

offering flexibility in data preparation. 

4) Sampler Widget: Addressed class imbalance within the datasets by offering various resampling techniques, including 

over-sampling, under-sampling, and balanced sampling. This ensured that all classes were adequately represented, 
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thereby enhancing the learning process for the models. In this research, a fixed sampling proportion of 70% was 

applied. 

5) Tree Widget: Implemented a decision tree algorithm to partition data based on information gain for categorical targets 

or mean squared error for numerical targets. Key hyperparameters for this widget included a minimum of one instance 

in leaf nodes, five instances in internal nodes, a maximum tree depth of 100, a 95% majority stopping criterion, and 

the enforcement of binary splits for effective decision-making. 

6) Neural Network Widget: Deployed a multilayer perceptron for advanced pattern recognition. Hyperparameters were 

meticulously configured, featuring one hidden layer with 100 units, the ReLU activation function, and the Adam 

solver (optimizer). The learning rate was set to 0.0001, with a maximum of 200 iterations for model training. 

7) Support Vector Machine (SVM) Widget: Optimized classification tasks using a support vector machine. This widget 

was configured with a Radial Basis Function (RBF) kernel, and its critical hyperparameters included a regularization 

parameter C set to 1.0, an epsilon ε of 0.1 for the loss function, a numerical tolerance of 0.001, and a maximum of 

100 iterations. 

8) k-Nearest Neighbors (k-NN) Widget: Executed the k-Nearest Neighbors algorithm for straightforward proximity-

based classification. The key hyperparameters for this widget were five neighbors (k=5), the Euclidean distance 

metric, and uniform weighting for neighbor contributions. 

9) Naive Bayes Widget: Constructed a probabilistic classifier based on Bayes' theorem. This widget provided a rapid 

and efficient method for classifying categorical data, relying on the assumption of feature independence. 

10) Random Forest Widget: Leveraged an ensemble of decision trees to improve predictive accuracy and robustness 

against overfitting. This was achieved by aggregating the outputs of multiple individual trees, each trained on different 

data subsets. Key hyperparameters typically include the number of trees in the forest and individual tree depth. 

11) Gradient Boosting (XGBoost) Widget: Implemented the XGBoost algorithm, an advanced and efficient gradient 

boosting framework renowned for its high performance. Critical hyperparameters for this widget were explicitly set: 

the learning rate was 0.300, the number of trees (estimators) was 100, and the maximum depth for each tree was 

limited to 6. 

12) Test and Score Widget: Assessed the performance of the trained classifiers using stratified shuffle splitting. For the 

BoT-IoT dataset, evaluation involved three random samples (each using 70% of the data), while the ToN-IoT dataset 

utilized twenty random samples (also 70% of the data). Results were averaged across classes to ensure a consistent 

and reliable evaluation. 

13) Confusion Matrix Widget: Provided a quantitative and visual assessment of classifier performance by comparing 

predicted class distributions against actual class labels. This enabled a detailed analysis of misclassifications, offering 

insights into the strengths and weaknesses of each model. 

3.2.4 Performance evaluation metrics 

Following the implementation of machine learning algorithms, it is essential to evaluate their effectiveness with 

designated techniques referred to as performance evaluation measures.  A diverse array of metrics has been developed in 

research, each targeting distinct facets of algorithm performance. Consequently, choosing the correct metrics is crucial 

for the proper assessment of any machine learning work.  This study utilizes various common measures for classification 

tasks to evaluate and compare algorithm performance.  

The measurements encompass accuracy, precision, recall, F1-score, confusion matrix, and ROC-AUC score, as in 

Eqs. (9-11). Precision assesses the pertinence of chosen data elements. It specifically denotes the proportion of 

observations projected as positive by the algorithm that are genuinely positive. The calculation is performed using the 

following formula:   

Precision =  
𝑇𝑃

𝑇𝑃+𝐹𝑃
                                                                                                                                       (9) 

where 𝑇𝑃 denotes true positives, while 𝐹𝑃 signifies false positives.  

 Recall evaluates the algorithm's efficacy in identifying pertinent data items. It indicates the number of real positive 

observations accurately predicted by the algorithm. The equation for recall is:    

Recall = 
𝑇𝑃

𝑇𝑃+𝐹𝑁
                                                                                                                     (10) 

𝐹1 is referred to as the F-score, which integrates precision and recall to assess algorithm efficacy.  It is calculated as 

the harmonic mean of precision and recall, represented by the formula in Eq. (11) as follows:    

𝐹1 = 2 ∗
𝑃𝑟𝑒𝑐∗ 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐 + 𝑅𝑒𝑐𝑎𝑙𝑙
                                                                                                                                                        (11) 

Accuracy is a frequently employed parameter for assessing algorithm performance in classification tasks.  It is defined 

as the proportion of accurately identified data points to the total number of observations, as in Eq. (12):    

Accuracy = 
𝑇𝑃 + 𝑇 𝑁  

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
                                                                            (12) 

Despite its widespread application, accuracy may not be the most suitable statistic when the target variable classes are 

uneven. Confusion Matrix: It is a clear and insightful instrument for assessing the precision and validity of a machine 
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learning system.  It is especially beneficial in categorization tasks involving two or more categories. The ROC curve, 

which shows the connection between the true positive rate (sensitivity or recall) and the false positive rate (1 - specificity), 

is the source of the ROC-AUC score. For binary classification, the area under the ROC curve (ROC-AUC) is crucial 

because it shows how well a model can differentiate between positive and negative classifications. When both classes are 

equally important, this statistic is especially significant.   

4. Results and discussion 

This research utilized two distinct datasets and applied seven different machine learning algorithms to evaluate their 

performance in detecting and mitigating cyber anomalies within Internet of Things (IoT) networks. The primary goal was 

to identify the most effective and efficient strategies for anomaly detection. To ensure a reliable analysis, a data sampler 

was used to create a representative and balanced dataset, which is crucial for training robust machine learning models. 

The results indicated that the algorithms varied significantly in their effectiveness at detecting cyber anomalies, revealing 

both their strengths and weaknesses. This analysis not only highlights the capabilities of each algorithm but also provides 

valuable insights into their potential applications in real-world scenarios. By addressing both detection and mitigation of 

cyber anomalies, this research contributes to the development of more effective strategies for enhancing security in IoT 

systems. The evaluation results are listed in Table 2. 

Table 2. Evaluation results of the ToN-IoT dataset demonstrating the average across classes 

Model AUC CA 𝐹1 Precision Recall MCC 

kNN 0.998 0.991 0.991 0.991 0.991 0.987 

Naive Bayes 1.000 0.888 0.940 0.999 0.888 0.856 

Random Forest 1.000 1.000 1.000 1.000 1.000 1.000 

SVM 1.000 0.998 0.997 0.997 0.998 0.997 

Tree 1.000 0.999 0.998 0.998 0.999 0.998 

Neural Network 1.000 0.999 0.999 0.999 0.999 0.999 

Gradient Boosting 1.000 1.000 1.000 1.000 1.000 1.000 

 

     This analysis evaluates seven machine learning models on the ToN-IoT (Table 2) and BoT-IoT (Table 3) network 

intrusion datasets. Performance was assessed using metrics like Area Under the Curve (AUC), Classification Accuracy 

(CA), F1-score, Precision, Recall, and Matthews Correlation Coefficient (MCC), averaged across classes. On the ToN-

IoT dataset (Table 2), most models effectively differentiated between network activity types. Six models (Naive Bayes, 

Random Forest, SVM, Tree, Neural Network, and Gradient Boosting) recorded perfect AUCs (1.000), with kNN close 

behind at 0.998. Random Forest and Gradient Boosting achieved perfect scores across all metrics, demonstrating 

exceptional threat detection. Neural Network (CA 0.999, F1 0.999), Tree (CA 0.999, F1 0.998), SVM (CA 0.998, F1 

0.997), and kNN (CA 0.991, F1 0.991) also showed high effectiveness. Conversely, Naive Bayes, despite a perfect AUC, 

had lower CA (0.888) and F1 (0.940) scores, suggesting challenges with some classifications. The dataset's significant 

class imbalance (predominantly 'normal' traffic) likely influenced these varied results. The Bot-IoT dataset (Table 3), 

kNN, Random Forest, Neural Network, and Gradient Boosting achieved perfect scores (1.000) across all metrics, 

indicating outstanding attack detection. SVM also performed strongly (AUC 1.000, CA 0.994, F1 0.994). Naive Bayes 

showed reasonable but more modest results (AUC 0.995, CA 0.948, F1 0.950). Notably, the Tree model evaluation 

encountered an error on this dataset, providing no metrics for comparison. 

Table 3.  Evaluation results of the Bot-IoT dataset demonstrating the average across classes 

Model AUC CA 𝐹1 Precision Recall MCC 

kNN 1.000 1.000 1.000 1.000 1.000 1.000 

Naive Bayes 0.995 0.948 0.950 0.952 0.948 0.902 

Random Forest 1.000 1.000 1.000 1.000 1.000 1.000 

SVM 1.000 0.994 0.994 0.994 0.994 0.989 

Tree  error error error error error error 

Neural Network 1.000 1.000 1.000 1.000 1.000 1.000 

Gradient Boosting 1.000 1.000 1.000 1.000 1.000 1.000 

4.1 Discussion 

     The evaluation of machine learning models on the ToN-IoT and BoT-IoT datasets offers significant insights into their 

respective capabilities and practical limitations for anomaly detection in IoT environments. A primary challenge evident 
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across both datasets is class imbalance, where categories such as “normal” and “DDoS” are heavily overrepresented 

compared to rarer attack types like MITM, Theft, and Reconnaissance. This disparity inherently biases models towards 

these dominant classes, consequently diminishing their effectiveness in accurately identifying less frequent yet critical 

anomalies. Notably, even high-performing models such as Random Forest demonstrated occasional misclassification of 

these minority categories, highlighting the persistent difficulty in achieving robust performance across all classes. The 

distribution of data types within both the ToN-IoT and BoT-IoT datasets, as depicted in Figure 2, reveals significant class 

imbalances that are crucial for understanding model performance. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. ToN-IoT dataset type’s distribution and BoT-IoT dataset type’s distribution 

In a comparative overview, Random Forest distinguished itself as the most reliable model, attaining perfect scores 

across all evaluation metrics, which suggests strong generalization and robustness. While Support Vector Machine (SVM) 

and k-Nearest Neighbors (kNN) also exhibited high accuracy, they displayed reduced sensitivity when detecting 

infrequent attack types. Conversely, Naive Bayes consistently underperformed, underscoring its limitations in managing 

complex, multi-class data. These outcomes emphasize the critical need to select models adept at handling both class 

complexity and dataset imbalance. A specific issue was encountered with the Decision Tree model, which failed to 

produce valid results on the BoT-IoT dataset. This failure, potentially due to overfitting or an inability to manage the 

dataset's scale and variability, underscores the necessity for comprehensive model validation and stress-testing across 

diverse datasets prior to deployment. The analysis further identified limitations in feature representation. As indicated by 

Figure 2, models frequently confused similar attack types, such as DoS with DDoS. This implies that the selected features 

may not adequately capture the subtle distinctions essential for precise classification of varied attack behaviours. Beyond 

mere accuracy, practical IoT deployment demands a careful balance between model performance and resource 

consumption. While models like Random Forest and kNN achieve high accuracy, their computational demands can be 

substantial. In contrast, more lightweight models such as Naive Bayes and Decision Tree, despite their comparatively 

lower accuracy, might offer greater suitability for resource-constrained IoT devices. Consequently, future evaluations 

should incorporate metrics like runtime, memory usage, and inference latency to thoroughly assess real-world 

applicability. 

Further contextualizing the pursuit of high-performance Intrusion Detection Systems (IDS), recent work by [34] also 

addressed anomaly detection in IoT networks using the ToN_IoT dataset. Their methodology involved a comparative 

analysis of eight base classifiers and two ensemble classifiers, from which a stacking ensemble model integrating 

CatBoost, Extra Trees, and XGBoost was identified as the most effective. The authors reported that their proposed 

stacking model achieved high efficacy, recording Matthews Correlation Coefficient (MCC) scores of 0.9971 for binary 

classification and 0.9909 for multiclass classification, and concluded its superiority over other models tested within their 

study on the same dataset. The success of such sophisticated ensemble techniques, as demonstrated by Guo et al., 

highlights the potential for advanced methodologies to achieve strong results and provides a valuable contemporary 

benchmark on the ToN_IoT dataset. To address the identified limitations within our own study and to build upon the 

current state of the art, future research will prioritize evaluating the computational efficiency of models and exploring 

advanced methodologies like ensemble learning and eXplainable Artificial Intelligence (XAI). Furthermore, data 

augmentation techniques, such as SMOTE, will be investigated as a means to mitigate class imbalance and enhance the 

detection performance for underrepresented attack types. 

5. Conclusions 

This research evaluated seven machine learning models, Random Forest, Gradient Boosting, Neural Networks, k-Nearest 

Neighbors (kNN), Support Vector Machine (SVM), Decision Tree, and Naive Bayes for detecting anomalies in IoT 

networks using the ToN-IoT and BoT-IoT datasets. The findings indicate that several models can achieve high efficacy. 

Notably, Random Forest and Gradient Boosting frequently delivered perfect or near-perfect scores across various metrics 

on both datasets. Neural Networks also demonstrated consistently strong performance. SVM and kNN showed robust 

 

(a) (b) 
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results, with kNN achieving perfect scores on the BoT-IoT dataset. While the Decision Tree performed well on the ToN-

IoT dataset, it encountered operational failures on the BoT-IoT dataset. Naive Bayes generally exhibited lower 

comparative performance, particularly struggling with class imbalance despite achieving high AUC scores on one dataset. 

A key challenge identified was class imbalance within the datasets, where dominant classes like "Normal" or "DDoS" 

often skewed model learning, impacting the detection of rarer yet critical attack types. Limitations in feature 

representation also emerged, with some models confusing similar attack categories (e.g., DoS and DDoS). These 

observations underscore that while models like Random Forest, Gradient Boosting, and Neural Networks show high 

suitability for anomaly detection, practical deployment must also consider model behaviour with imbalanced data and the 

distinctness of features. The failure of the Decision Tree on one dataset further highlights the need for rigorous testing. 

Future research will focus on enhancing detection accuracy and practical applicability. This includes exploring advanced 

methodologies such as deep learning, ensemble techniques, innovative feature engineering, and unsupervised/semi-

supervised learning for scenarios with limited labelled data. Strategies to mitigate class imbalance, like data augmentation 

(e.g., SMOTE), will be investigated. Emphasis will also be placed on evaluating computational efficiency, scalability, 

implementation costs, and user privacy for real-world IoT environments. Integrating explainable artificial intelligence 

(XAI) aims to improve trust and understanding, particularly for complex models. 
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