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INTRODUCTION 

Requirements Engineering (RE) is a process of determining the requirements of any software product. It is the most 

important phase of any software development approach which affects product success or failure. Errors are expected to 

come in this process as the result of mistakes caused by humans such as grammatical errors in carrying one or more 

requirements, communication issues, etc. Jaffe et.al [2] quote that the errors found in software requirement specification 

(SRS) have been a major cause of software production failures. Errors introduced during the RE process can cost lesser 

to correct than errors introduced later in the software development life cycle (SDLC). The Standish Group (1995-1996) 

surveyed project failure factors which show that RE-related factors are more as compared to the other factors [12]. The 

lack of security is one of the important factors observed in past project failures [3]. It grounds lots of incidents and attacks 

targeting the software systems. Industry and academia do not focus on security issues systematically as a topmost priority 

when performing requirements engineering [16]. Security is always considered in the later stages of the SDLC [25]. It 

must be focused on the initial phases of the development lifecycle i.e. requirements analysis phase. The early 

incorporation of security with the initial phase will eliminate all security issues thus the economy of billion dollars can 

be saved [14]. 

The motivation of this study is the growing concern over security over the past years due to the many software failures 

lacking [4,5]. The guidance to the security requirements identification and documentation will aid novice developers to 

do their job effectively. The lack of security is one of the factors behind the system failure that grounds a lot of incidents 

and attacks targeting the software systems [3]. The requirements engineers are the source of the errors in the requirements 

identification process that grounds these failures [6, 18, 19]. Most requirements engineers have good expertise in 

functional requirements, but only a few have basic security architectural knowledge such as password security, 

encryption, and decryption [28]. Most of the requirements engineers do not have good knowledge of authentic  security 

requirements enigneering they tend to mix it with the architectural concepts [6, 19, 26]. The identification of security 

requirements for the applications has been the main research issue for a long time [9, 20]. 

ABSTRACT – The security requirements are one of the non-functional requirements 

(NFR) which acts as a constraint on the functions of the system to be built. Security 

requirements are important and may affect the entire quality of the system. Unfortunately, 

many organizations do not pay much attention to it. The security problems should be 

focused on the early phases of the development process i.e. in the requirements phase to 

stop the problems spreading down in the later phases and in turn to avoid the rework. 

Subsequently, when security requirements are to be focused, proper guidance should be 

provided which should assist requirements engineers. Many security requirements 

engineering methods were developed in the past which require different level of expertise 

such as SQUARE process which requires requirements engineer to have a certain level 

of security expertise. Moreover, it lacks proper guidance especially for novice developers 

in applying the existing security requirements engineering (SecRE) methods to identify 

security requirements. Hence, this study intends to address the gap by developing a 

guided template to assist novice developers in the security requirements identification 

and documentation. The main objectives of the research are: 1) to study and investigate 

the existing security requirements engineering (SecRE) methods. 2) To develop a 

template to aid novice developers in identifying and documenting security requirements. 

The developed template is applied to two case studies of software projects to determine 

its usability and applicability. The results of the case studies evaluation show that both 

the usability and applicability of the template is good. The template is also evaluated by 

several experts and software practitioners. The evaluation results show that the SecRS 

template is found to be satisfying the usability and applicability factors; thereby 

confirming that the proposed template achieves its desired objective of aiding the novice 

developers to identify and document security requirements correctly. 
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 Many security requirements engineering methods were developed in the past which require different levels of 

expertise such as SQUARE, CLASP, etc., require requirements engineer to have a certain level of security expertise. 

Moreover, they lack proper guidance especially for novice developers in applying the existing security requirements 

engineering (SecRE) methods to identify security requirements [7, 8]. The empirical evaluation of these methods to 

determine or confirm their effectiveness in security requirements identification is found to be very few, which could aid 

novice developers in the selection of the most effective method [21, 22, 23, 24].   

 The template should be developed to facilitate non-security experts to engineer security requirements [6]. The 

objectives of the research are:  

To study and investigate the existing security requirements engineering (SecRE) methods.  

To develop a template to aid novice developers in identifying and documenting security requirements.  

To evaluate the proposed template.  

The template will be useful for the requirements engineer or novice developer who doesn’t have security expertise. It will 

facilitate the novice developers to identify and document the security requirements correctly and thoroughly. 

The remainder of the paper is divided into the following parts: section 2 presents the overview of SRE methods. 

Section 3 presents the proposed method, and template. Section 4 discusses the proposed template’s evaluation and results. 

Section 5 presents the conclusions, limitations, and future work of the proposed template. 

RELATED WORK 

The literature is collected from various sources such as articles, books, journal papers, websites, and students’ theses. 
The existing SecRE methods are reviewed to identify their strengths and weakness, usability, and applicability according 

to the novice developer. The six different SecRE methods studied are SQUARE, MSRA, SREP, UML-based approach, 

Secure Tropos, and CLASP. 

Security Quality Requirements Engineering (SQUARE) is a nine-step process introduced by SEI for gathering and 

ranking security requirements. It is centered on the communication between the stakeholders assisted via the RE team, 

which they are regarded as foremost important in the entire process [9].  

Multi-lateral Security Requirements Analysis (MSRA) is a seven-step process, which emphasizes applying 

multilateral security principles during the RE phase [10]. It can be practiced as soon as the system functionalities are 

recognized. It is inspired by the current concept on the viewpoint of RE and multilateral security [10]. 

Security Requirements Engineering Process (SREP) is a nine-step process; partly depends on SQUARE. It differs 

from the SQUARE process as it introduces the concept of reuse and common criteria as part of the process [9]. The 

Common Criteria (CC) (ISO/ IEC 15408) standard is used in SREP for security requirements management [11]. 

The misuse-cases is a UML-based approach developed for security requirements identification. It represents the 

unwanted actions performed to violate the security of the system [10]. The misuse cases are the opposite of the use-case 

which is used to represent the functionality of the system. 

Secure Tropos is the expansion of tropos methodology which was developed for agent-oriented software systems. The 

new concepts on security modeling are introduced in secure tropos [10]. Concepts such as constraint, dependency, and 

entity according to the security perspective are concealed in this methodology. It assists the developers to recognize 

security problems in the SDLC [1]. 

Secure Software Inc. [13] introduces the Comprehensive Lightweight Application Security Process (CLASP) to be 

used publicly free of charge. It is the basis of the Open Web Application Security Process (OWASP) project. It is a life-

cycle process with a focus to improve security by implementing a different set of activities throughout the development 

life cycle. 

The studied SecRE methods are compared to some factors such as user, scope, concern, consistency, flexibility, 

applicability, and usability shown in table 1. Table 1, illustrates that some of the methods are applied in the RE phase 

while some are in the later phases of development. Only SQUARE aims at the SecRE phase [9]. The user for each method 

is different. Only the CLASP facilitates the novice developer while others require the security or requirements knowledge 

to practice them in real projects such as SQUARE. Flexibility is considered as the ability of a method to be easily modified 

or flexible to be used in different situations i.e. systems or domains per the varying user’s skills. The concern is the focus 

of the method.  

Table 1 SecRE methods comparison 

             Methods 
Factors 

SQUARE MSRA SREP Misuse-
cases 

Secure 
Tropos 

CLASP 

User Requirements 
engineers (with 
security expertise) 
and stakeholders. 

Stakeholder Stakeholder Stakeholder/
analyst 

Developer Stake holder’s 
/ project 
participant 

Novice 
developer 

No No No No No Yes  

Scope SRE phase RE phase RE phase RE / Design 
phase 

All phases  RE / All 
phases  
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Concern Gathering and 
ranking of security 
requirements 

Multi-lateral 
security 
principles 
usage 

Common 
criteria usage 
and introduce 
reuse 

To identify 
possible 
threats 

Security 
modeling 
 

To improve 
security via a 
different set of 
activities 

Security Terms 
Usage 

Threats, Risks Threats A threat, 
Vulnerability, 
and Risk 

Threats, 
Risks. 

Threats, 
Risks. 

Threats 

Considers 
Security 
Requirements 

Quality / NFR - Functional 
requirements 

Functional 
requirement
s 

NFR NFR 

Consistency Yes - Yes Yes No No 

Flexibility Yes No Yes - Yes Yes 

 

The methods are further compared on their applicability and usability in table 2. It shows the comparison result 

inspired by the survey result presented by [5].  Each method has various steps to follow some are easy to understand while 

some are too lengthy to apply in real projects such as CLASP which is very general introducing a 24-set of activities. Few 

methods are practiced in the industry according to the gathered information on their industrial evaluations such as 

SQUARE, and CLASP [9, 27]. SQUARE is widely practiced and is considered as best among the other SecRE methods 

in various survey results in terms of usability, and applicability [9, 5]. Some methods provide automated support for these 

methods through tools developed such as the secTro2 tool for secure Tropos method, SREP tool for SREP method, and 

SQUARE Tool for SQUARE [16]. 

Table 2 SecRE methods comparison according to usability and applicability 

               Factors 
 
Methods 

Applicability Usability 

Large 
Projects 

Small 
Projects 

System 
Oriented 

Machine 
Oriented 

Easy to 
learn 

Easy to Use 

SQUARE Yes No Yes Yes Yes Yes 

MSRA   Yes    

SREP Yes Yes   No No 

Misuse-cases Yes Yes - - No No 

Secure Tropos   Yes Yes   

CLASP No Yes Yes Yes Yes Yes 

 

Some methods are system-oriented while some are machine-oriented, some provide automated support while some 

do not, some are easy to use and learn while some are not. Only the CLASP facilitates the novice developer while others 

require the security or requirements knowledge to practice them in real projects such as SQUARE. Thus, among all the 

methods reviewed, SQUARE and CLASP are found to be most satisfying and most effective according to the novice 

developer, hence selected for the template design.  

PROPOSED METHOD & TEMPLATE 

The Proposed ‘SQUARE-Extended’ 

SQUARE-Extended is a proposed method in which the activities of CLASP for the RE phase are selected and merged 

with the SQUARE steps based on the goal of the step. SQUARE steps names are a bit modified to demonstrate the 

combination of CLASP activity introduced in that step. Table 3 shows the steps and activities of the SQUARE-Extended 

process.  

The first three steps are decomposed into a few activities to make the process clear and understandable for the novice 

user. The activities are decomposed into four sub-sections namely tasks, process, document the activity, and outcome. 

Some steps of SQUARE are combined into one step i.e. step 5 of SQUARE-Extended to reduce the time required to 

complete the step; as these SQUARE-steps are performed as one of the tasks in this step. The fifth step of SQUARE-

Extended is the most important as a new pattern for requirements elicitation is introduced. 
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Table 3 SQUARE-Extended process steps and activities 

SQUARE-Extended 

Step Activity 

No. Title No. Title Method Section 

1. Security Awareness and Terms 
Selection 

1.1. Institute Security Awareness Program CLASP  
 
 

i. Tasks 

ii. Process 

iii. Document the 

activity 

iv. Outcome 

1.2. Select Security Terms Definition SQUARE 

2. Security Goals and Operational 
Environment Identification 

2.1. Identify Security Goals SQUARE 

2.2. Specify Operational Environment CLASP 

3. Artifacts Development 3.1. Design System Architecture SQUARE 

3.2. Design Use-case scenarios 

3.3. Design Misuse-case scenarios SQUARE-
CLASP 3.4. Identify Attack Surface 

4. Perform Risk Assessment   
SQUARE 5. Requirements Elicitation and 

Prioritization 
 

6. Requirements Inspection  

 

Proposed ‘Security Requirements Specification (SecRS) template’ 

The template is proposed titled ‘Security Requirements Specification (SecRS)’ to follow the proposed method 

‘SQUARE-Extended’. The template is designed in Microsoft Word 2016. The template has various sections designed for 

novice developers’ ease of use. The template starts with the project overview section; where details about the project such 

as the purpose of the project, and stakeholders of the project are recorded. The second section is the business goals of the 

project. The third or last section is the SQUARE-Extended section, where all the steps and their subsequent activities are 

performed sequentially. All the steps and their subsequent activities are decomposed into four subsections: tasks, process, 

documentation, and outcome. The tasks subsection lists the tasks which the participant going to perform in completing 

the step or activity. The process subsection details the process followed in the activity. The activity is documented for 

management purposes in the documentation subsection. The outcome subsection details the outcome of the activity.   The 

outcomes for each step or its subsequent activities are different and are presented as a list in tabular form while some are 

specific documents such as security terms definition agreement (STDA), system architecture document, etc. The 

outcomes per step and activities are presented in Table 4. 

Table 4 The outcomes of SQUARE-Extended process step and activities 

Step 
Activity Outcome 

1. Security Awareness and Terms 
Selection 

1.1. Institute Security Awareness Program Meeting Minutes 

1.2. Select Security Terms Definition Security Terms Definition 
Agreement (STDA) 

2. Security Goals and Operational 
Environment Identification 

2.1. Identify Security Goals Security goals list 

2.2. Specify Operational Environment Operational environment 
specification table 

3. Artifacts Development 3.1. Design System Architecture System Architecture Document 

3.2. Design Use-case scenarios Use-case scenarios document 

3.3. Design Misuse-case scenarios Misuse-case scenarios 
document 

3.4. Identify Attack Surface Attack Surface Document 

4. Perform Risk Assessment  Risk Assessment Results 

5. Requirements Elcitation and 
Prioritization 

 Secuirty Requirements 
Documnet 

6. Requirements Inspection  Security Requirements 
Inspection results 

  

The fifth step is the most important; it aims to elicit security requirements and then categorize and prioritize them. For 

the security requirements elicitation, the pattern defined by Pohl [15] is selected as presented in Figure 1.  
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Figure 1 Pohl's Requirements Elicitation Pattern 

The pattern is enhanced to be used for security requirements elicitation. The security requirements must be 

implemented or highly recommended for implementation. The enhanced pattern is presented in Figure 2. 

 

 

Figure 2 Enhanced Pattern for Security Requirements Elicitation 

EXPERIMENTAL RESULTS 

The proposed SecRS template is evaluated and validated to demonstrate its usability and applicability according to 

novice developers. The two evaluation methods are used: case study, and expert’s review. The case study is selected in 

this research; to demonstrate the usability and applicability of the proposed template while applying it to software projects. 

While review’s evaluation is selected in this research; to demonstrate the usability and applicability of the proposed 

method and template per the user’s experience. 

The SecRS template is applied on the two software projects: online book store and student registration system; to 

prove the usefulness and effectiveness of template in identification and documentation of security requirements through 

the practical evaluation of real-world software projects. The case studies evaluation results are presented in Table 5. 

Table 5 Case studies evaluation results 

Factors Case study 1 Case study 2 

Usability Found to be easy to use in following the proposed method through the series of steps 
and activities.  

Applicability Found to be applicable in guiding step-by-step for any software product’s security 
requirements identification and documentation process.  

 

The results of both studies are the same in terms of usability and applicability. The problem encountered in this 

evaluation is time complexity, as various sub-sections decomposed to many activities which makes it highly time-

consuming. 

For the review’s evaluation, the proposed template is given to the few users which are postgraduate students, and a 

few experts which are faculty members at FCSIT, Universiti Malaya. The review’s evaluation makes use of both 

qualitative and quantitative data collection techniques. The data is collected through the questionnaire which is provided 

to the reviewers to record their feedback on the proposed template. The questionnaire consists of three sections; the first 

section contains the reviewer’s personal information; the second section evaluates the template through the set of 

questions, and the third section contains suggestions for improvement which reviewer can provide. The questions in the 

second section are rated from 1-5 starting from strongly disagree to strongly agree. The questionnaire assesses the quality 

factors i.e. usability, and applicability for evaluating the SecRS template; thus, for both the reviews the same questionnaire 

has been used to get template evaluation results assessing these quality factors from different reviewers. The frequency 

of the reviewer’s answers is illustrated in Figures 3 and 4.  
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Figure 3 Frequency of Users answers 

 

 

Figure 4 Frequency of Experts answers 

 

The overall evaluation results of the selected methods are analyzed according to two factors: usability, and 

applicability. The case studies evaluation results presented in Table 5 already show the selected two factors, while for the 

review evaluation they are derived from the frequency of the reviewer’s answers. Table 6 presents the overall evaluation 

results which show that the proposed template can satisfy the usability and applicability factors, which are important in 

aiding novice developers.  

Table 6 Overall evaluation results 

Evaluation method selected Results 

Method 
No. 

Method Process Usability Applicability 

1. Case study Applied on two software 
projects 

High High 

2. User’s review Postgraduate students High High 

Experts review Faculty members High High 

 

The reviewers highlighted the time complexity in applying the template, as various sub-sections decomposed to many 

activities which make it highly time-consuming, some tool support is suggested for future work. The SecRS template and 

previously studied SecRE methods are compared in Table 7, per usability, applicability,  time, and guidelines factors. The 

time complexity is determined to be high as compared to other methods. This problem is planned to be focused on in our 

future works, where some tool support will be provided to perform some steps/ activities. 
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Table 7 SecRS template and SecRE methods comparison according to usability and applicability 

               Factors 
 
Methods 

Applicability Usability Time  Guidelines 

Large 
Projects 

Small 
Projects 

System 
Oriented 

Machine 
Oriented 

Easy to 
learn 

Easy to 
Use 

SQUARE Yes No Yes Yes Yes Yes Less No 

MSRA   Yes    - No 

SREP Yes Yes   No No Less No 

Misuse-cases Yes Yes - - No No Less No 

Secure Tropos   Yes Yes   - - 

CLASP No Yes Yes Yes Yes Yes High - 

SecRS Yes Yes Yes Yes Yes Yes High Yes 

CONCLUSION 

The SecRS template is proposed to address the research problem. The SQUARE-Extended method is followed in the 

SecRS template, which combines the CLASP activities of the RE phase with the SQUARE steps. The template is designed 

to guide novice developers in following the proposed method easily. The template is evaluated to determine its usability 

and applicability criteria. The evaluation results show that the proposed template can satisfy the usability and applicability 

factors; thereby confirming that the proposed template achieves its desired objective of aiding the novice developers in 

identifying and specifying security requirements. 

The research contributed to the RE field in the following ways:  

• The research reviewed existing literature about SecRE methods to determine their usability and applicability per 

novice developer; the results will aid in the selection of the most appropriate method for the security 

requirements identification process.  

• The research provides a new method SQUARE-Extended for security requirements identification. 

• The research facilitates novice developers in the security requirements identification process through the SecRS 

template.  

• The research helps the students to have a deeper understanding of the security requirements identification and 

documentation; by presenting the case studies. 

Few problems encountered in the research are: 

• Limited resources: The resource on available literature is limited.  

• Time: the time required in template evaluation to perform the proposed method steps is a lot. The proposed method 

comprises six steps where the first three steps are decomposed into various activities; each following the four 

subsections which makes it difficult to get the industry people to apply it.   
The proposed SecRS template in the research can be improved in many ways to meet the new emerging trends in research 

such as: 

• Development of an automated tool. 

• Provide integration with the agile development method. 

• Enhancement of the risk assessment process.  

• Incorporation of the change management process for requirements management. 
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